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FreeBSD IPSec GENERIC

#cd /usr/src/sys/i386/conf

#cp GENERIC DAHUKERNEL

#vi DAHUKERNEL

I IPSec 2

options IPSEC

options IPSEC_ESP

options IPSEC_DEBUG

I Ports
#mkdir /root/ports_src_update

#cd /usr/share/examples/cvsup

#cp ports-supfile stable-supfile /root/ports_src_update/
#cd /;cd /root/ports_src_update

#vi ports-supfile

i “ default host=" cvsup.freebsdchina.org
#vi stable-supfile
1 “ default host="
#cvsup — g — L 2 ports-supfile
I Ports 10-20
#cvsup — g — L 2 stable-supfile
1 Stable 10-20
letc
Stable Ports
#cd /;cd Jusr/src
#make buildworld // 1

make — j4 buildworld
#make buildkernel GENERIC=DAHUKERNEL
#make installkernel GENERIC=DAHUKERNEL

1 DAHUKERNEL GENERIC

lusr/obj

make /usr/obj
schg system immutable
root
#cd /usr/obj
#chflags — R noschg *
#rm — rf *
1 rc.conf
schg
#cp — Rp /etc /etc.old
#cd /etc
#mergemaster — cv
1 -V -C diff
-i uname — a
IPSec

1 FreeBSD

IPSec IKE
(ISAKMP/Oakley) Key Management Daemon FreeBSD Ports
#cd /usr/ports/security/racoon
#make install clean

/usr/local/etc/racoon/

psk.txt racoon.conf FreeBSD
Package Ports lusr/local
Jusr/localletc Jusr/localllib  /usr/localllibexec /ust/localllibdata
/usr/local/bin  /usr/local/sbin
Jusr/local

#cd ../..I../localletc/racoon

#cp psk.txt.dist psk.txt

#chmod 0600 psk.txt

llpsk.txt 0600 root racoon
#vi psk.txt



I 3
IP
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#cp racoon.conf.dist racoon.conf
#chmod 0600 racoon.conf

I chmod 4

#vi racoon..conf

I CA
CA CA

OpenSSL CA
path certificate "/usr/local/etc/cert” ;
I CA CA

log debug; //

isakmp 192.168.0.20 [500];
1 IP

#my_identifier address;

#my_identifier user_fqdn "sakane@kame.net";

#peers_identifier user_fqdn "sakane@kame.net";

#certificate_type x509 "mycert" "mypriv";

1 CA CA OpenSSL CA

#my_identifier user_fgdn "sakane@kame.net";
#peers_identifier user_fqdn "sakane@kame.net";
#certificate_type x509 "mycert" "mypriv";

I

OpenSSL
#openssl genrsa -des3 -out ca.key 1024
#openssl req -new -x509 -days 365 -key ca.key -out ca.crt

#openssl genrsa -out win2000.key 1024

#openssl req -new -key win2000.key -out win2000.csr

#openssl x509 -req -days 166 -in win2000.csr -CA ca.crt -CAkey ca.key -CAcreateserial —
out

win2000.crt

#openssl pkcs12 -export -inkey win2000.key -certfile ca.crt -in win2000.crt -out
win2000.p12

1 Windows 2000 Windows 2000 Pkcs12

FreeBSD

#openssl genrsa -out freebsd.key 1024
#openssl req -new -key freebsd.key -out freebsd.csr
#openssl x509 -req -days 166 -in freebsd.csr -CA ca.crt -CAkey ca.key -CAcreateserial —
out
freebsd.crt
I

56 7

win2000.p12 Windows 2000 mmc  “ --- ---
---IPSEC Policy Agent---

! 8

#mkdir /usr/locall/etc/racoon/cert

#cp * /usr/local/etc/racoon/cert/

#chmod 0600 /usr/local/etc/racoon/cert/*

I lusr/localletc/racoon/cert

my_identifier address;

my_identifier user_fgdn "freebsd@ringz.com”;

peers_identifier user_fqdn "win2000@ringz.comt";

certificate_type x509 "freebsd.crt" "freebsd.key";

peers_certfile "win2000.crt";

I

racoon
#racoon -f /usr/local/etc/racoon/racoon.conf -l /var/log/racoon.log
Setkey
Setkey



-c/l

-f filename //

-D /I SAD -P SPD

-F o SAD -P SPD

-/ SAD

-d

X Pf_key

-h 1 16

Setkey man setkey Spdadd

#setkey -c <<EOF

spdadd 192.168.0.20 192.168.0.1 any -P out ipsec
esp/transport/192.168.0.20-192.168.0.1/require;
spdadd 192.168.0.1 192.168.0.20 any -P in ipsec
esp/transport/192.168.0.1-192.168.0.20/require;

EOF
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