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TTL1 32
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Destination Address 4 IP
Options And Padding 4
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2 Jconfigure  make

3 Make Include ( Root )

make install -man

make install -incl

4 Include Include/net make install
-incl

5 /usr/include/netinet/ Protocols.h

1 PCAP_t*pd;

2 Pcap_Open_Live(argv[1],DEFAUT_SNALEN,1,1000,ebuf)
Pcap Pcap_t

char *
int
int 1
int
char *
3 Pcap_loop(pd,-1,packet_proce,NUII)
Pcap
1
Pcap_t*
int 1

U char*
4 struct ether_header * eth

ether_dhost[6] MAC
ether_shost[6] MAC
ether_type

5 fflush(stdout)
Stdout
6 noths(((struct ether_header *P)->ether_type))

ntohl

htons

htons

7 struct IP *iph

ip IPh IP

ip_hl 4

ip_v 4

ip_tos 8 Type of service
ip_len 16

ip_id

ip_off

ip_ttl 8 TTL

ip_p

ip_sum 16

ip_srcin_addr P
ip_dst IP

8 struct ether_arp *arph
ether_arp

ea_hdr arphdr

arp_sha 8 MAC
arp_spa IP

arp_tha MAC

arp_tpa IP

9 struct icmphdr * icmp

icmphdr

type
code
checksum



llexample.c

1 example >
1 example etho > temp.txe

I ctrl+c

1

#include<stdio.h>
#include<sys/types.h>
#include<sys/socket.h>
#include<netinet/in.h>
#include<netinet/in_systm.h>
#include<netinet/ip.h>
#include<netinet/if_ether.h>
#include<pcap.h> //pcap
#include<netdb.h> //[DNS
#define MAXSTRINGSIZE 256 //
#define MAXSIZE 1024 //
#fefine DEFAULT_SNAPLEN 68/
typedef struct

unsigned long int ipaddr; /1P

char hostname[MAXSTRINGSIZE]; //
ldnstable; //
typedef struct

dnstable table[MAXSIZE];
int front;
int rear;
}sequeue;
sequeue *sq; //
sg->rear=sq->front=0; //
I MAC
void print_hwadd(u_char * hwadd)

for(int i=0,i<5;++i)
printf("%2x:",hwadd[i]);
printf("%2x",hwadd[i]);

}
I IP
void print_ipadd(u_char *ipadd)

for(int i=0;i<3;++i)
printf("%d.",ipadd[i]);
printf("%d",ipadd][i]);
}
I
void getportname(int portno,char portna[],char* proto)
if(getservbyport(htons(portno),proto)!=NULL)
{
strcpy(portna,getservbyport(htons(portno),proto)->s_name);

else
sprintf(portna,”%d",portno);

}
I 1P DNS
void iptohost(unsigned long int ipad,char* hostn)

struct hostent * shostname;

int m,n,i;

m=sg->reatr;

n=sqg->front;
for(i=n%MAXSIZE;i=m%MAXSIZE;i=(++n)%MAXSIZE)

i IP
if(sg->tableli].ipaddr==ipad)

strcpy(hostn,sg->table[i].hostname);
break;

}



}
if(i=m%MAXSIZE)
{n
if((sg->rear+1)%MAXSIZE=sqg->front) //
sg->front=(sq->front+1)%MAXSIZE; //
sq->table[i].ipaddr=ipad;
shostname=gethostbyaddr((char*)&ipad,sizeof(ipad),AF_INET);
if(shostname!=NULL)
strepy(sg->table[i].hostname,shostname->h_name);
else
strcpy(sqg->tableli].hostname,™);
sq->rear=(sg->rear+1)%MAXSIZE;
}

void print_hostname(u_char* ipadd)
{
unsigned long int ipad;
char hostn[MAXSTRINTSIZE];
ipad=*((unsigned long int *)ipadd);
iptohost(ipad,hostn)

if(strlen(hostn)>0)
printf("%s",hostn);
else
print_ipadd(ipadd);
}
1

void packet_proce(u_char* packets,const struct pcap_pkthdr * header,const
u_char *pp)
{

struct ether_header * eth; //

struct ether_arp * arth; //ARP

struct ip * iph; //IP

struct tcphdr * tcph;

struct udphdr * udph;

u_short srcport,dstport; //

char protocol[MAXSTRINGSIZE]; //

char srcp[MAXSTRINGSIZE],dstp[MAXSTRINGSIZE]; //
unsigned int ptype; //

u_char * data; //

u_char tcpudpdatalMAXSTRINGSIZE]; //

inti;

eth=(struct ether_header *)pp;

ptype=ntohs(((struct ether_header *)pp)->ether_type);
if((ptype==ETHERTYPE_ARP)||(ptype==ETHERTYPE_RARP))
{

arph=(struct ether_arp *)(pp+sizeof(struct ether_header));
if(ptype==ETHERTYPE_ARP)

printf("arp ");
else

printf("rarp "); //
print_hwadd((u_char *)&(arph->arp_sha));
printf("(");
print_hostname((u_char *)&(arph->arp_spa));
printf(")->");
print_hwadd((u_char *)&(arph->arp_tha));
printf("(");
print_hostname((u_char *)&(arph->arp_tpa));
printf(")\tpacketlen:%d",header->len);

}
else if(ptype==ETHERTYPE_IP) //IP
{

iph=(struct ip *)(pp+sizeof(struct ether_header));
if(iph->ip_p==1) //ICMP
{

strcpy(protocol,“icmp");

srcport=dstport=0;

}
else if(iph->ip_p==6) //TCP

strcpy(protocol,“tcp™);
tcph=(struct tcphdr *)(pp+sizeof(struct ether_header)+4*iph->ip_hl);



srcport=ntohs(tcph->source);
dstport=ntohs(tcph->dest);
data=(u_char *)(pp+sizeof(struct ether_header)+4*iph->ip_hl+4*tcph-

>doff);

for(i=0;i<MAXSTRINGSIZE-1;++i)

if(i>=header->len-sizeof(struct ether_header)-4*iph->ip_hl-4*tcph->doff);
break;
else

tcpudpdatali]=datali];

}
YiTCcP
else if(iph->ip_p=17) //UDP

strcpy(protocol,“udp");

udph=(struct udphdr *)(pp+sizeof(struct ether_header)+4*iph->ip_hl);
srcport=ntohs(udph->source);

dstport=ntohs(udph->dest);

data=(u_char *)(pp+sizeof(struct ether_header)+4*iph->ip_hl+8);
for(i=0;i<MAXSTRINGSIZE-1;++i)

if(i>=header->len-sizeof(struct ether_header)-4*iph->ip_hl-8);
break;
else
tcpudpdata[i]=datali];
}

}

tcpudpdata[i]="\0";

getportname(srcport,srcp,protocol);

getportname(dstport,dstp,protocol);

printf("ip );

print_hwadd(eth->ether_shost);

printf("(");

print_hostname((u_char *)&(iph->ip_src));

printf(")[%s:%s]->",protocol,srcp);

print_hwadd(eth->ether_dhost);

printf("(");

print_hostname((u_char *)&(iph->ip_dst));

printf(")[%s:%s]",protocol,dstp);

printf("\tttl:%d packetlen:%d,iph->ttl,header->len);
printf("\n");

printf("%s",tcpudpdata);

printf("==endpacket==");

}
printf("\n");

/IMain
int main(int argc,char ** argv)

{

char ebuf[pcap_ERRBUF_SIZE];

pcap * pd;
if(argc<=1) //

printf("usage:%s<network interface>\n",argv[0]);
exit(0);

}
I PCAP
if((pd=pcap_open_live(argv[1],DEFAULT_SNAPLEN,1,1000,ebuf))=NULL)

(void)fprintf(stderr,"%s",ebuf);

exit(1);
}
I
I 1
if(pcap_loop(pd,-1,packet_proce,NULL)<O0)
{

(void)fprintf(stderr,"pcap_loop:%s\n",pcap_geterr(pd));
exit(1);

pcap_colse(pd);
exit(0);
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