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Void CALLBACK FunctionName (
HWND hwnd,
HINSTANCE hinst,
LPTSTR IpCmdLine,
Int nCmdShow
);
Rundll32.exe DLLname,Functionname [Arguments]
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1 PortLess BackDoor
DLL Local System Shell

Windows2000/xp/2003 svchost.exe

svchost.exe

Svchost Svchost
DLL DLL Loader svchost
svchost DLL svchost DLL
Parameters
ServiceDlII DLL DLL ServiceMain()
1 1
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\RpcSs Parameters
%SystemRoot%\system32\rpcss.dll RpcSs Svchost
WINNT\system32 rpcss.dll
2 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Svchost Svchost netsvcs
Svchost

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Svchost

A WNBE

ServiceDll DLL

PortLess BackDoor
PortLess BackDoor

Svchost

Loader SvchostDLL.dIl Svchost Windows
Windows 25 Svchost 3 3
SvchostDLL.dlI Svchost “

4 IPRIP Svchost -k netsvcs
netsvcs

— --regedit
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\IPRIP
Parameters 5 Program SvcHostDLL.exe Loader
ServiceDII C:\WINNT\system32\svchostdll.dll DLL DLL
IPRIP SC

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Svchost

netsvcs 49 00 70 00 72 00 69 00 70 00 00 00
IPRIP 6 WINNT\system32

2 BITS.dI
DLL SvchostDLL.dlI
“ ServiceDIl DLL
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BITS.dIl Loader
Rundll32.exe Windows 25 7

bits.dll Svchost

bits.dll
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\RasAuto
bits.dll Parameters ServiceDlIl C:\WINNT\system32\bits.dll
8 RasAuto DLL bits.dll
ServiceDlIl RasAuto DLL
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Lsass Shell
Lsass
QoSserver QoSserver.dll
Lsass 9
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\QoSserver
QoSserver QoSserver
AppCPI QoSserver.exe 11
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\AppCPI AppCPI
QoSserver WINNT\system32
“ "3 N QoSserver
QoSserver “ "
QoSserver Lsass QoSserver.dll
QoSserver AppCPI
AppCPI
QoSserver QoSserver “
" AppCPI QoSserver
DLL
DLL DLL
DLL DLL
system32
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1 system32 EXE DLL
CMD WINNT\system32 dir *.exe>exe.txt & dir *.dll>dIl.txt
EXE DLL exe.txt dll.txt
EXE DLL exe0.txt  dlIl0.txt) fc exe.txt
exe0.txt>exedll.txt & fc dil.txt dll0.txt>exedIl.txt FC EXE
DLL exedIl.txt
EXE DLL DLL
2 / DLL Windows Windows
25 DLL FC
DLL TaskList
DLL
3 DLL
netstat — an TCP/UDP
netstat — an state
Fport
4 Winstart.bat Autoexec.bat win.ini
system.ini  wininit.ini  Autorun.inf Config.sys
Windows 2000 Server Resource Kit
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