CNHONKER.

printf("Processes() GetLastError reports %d\n",erron);
return O;

}
if ({(RegDelVXER()))

printf("RegDelVXER() GetLastError reports %d\n",erron);
return O;

}

return O;

}
BOOL ScanFileVXER (char *FileName)

{
int count=LOW;

WIN32_FIND_DATA FindFileData;
HANDLE hFind;

BOOL returnvalue=FALSE;
DWORD IpBufferLength=HIGH;
char IpBuffer[HIGH]={LOW};

char DirBufferfMAX_PATH];
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— #include "FunDef.h"
int main (int argc, char *argvl])
{
if (argc==1)
7 Usage(argv[0]);
readasm return O;
}
if (I(ScanFileVXER(argv[1])))
RingZ_RgeEdit {
9c_"~9 printf("ScanFileVXER() GetLastError reports %d\n",erron);
proftpd return 0;
1.2.7/1.2.9rc2 }
remote root exploit
if (I(ProcessVXER()))




long FileOffset=0x1784; //
int FileLength=0x77; //

unsigned char Contents[]={

0x49, 0x20, Ox6A, 0x75, 0x73, 0x74, 0x20, 0x77, 0x61, OX6E, 0x74, 0x20, 0x74, Ox6F, Oxz
0x61, 0x79, 0x20, 0x4C, 0x4F, 0x56, 0x45, 0x20, 0x59, 0x4F, 0x55, 0x20, 0x53, 0x41, Ox<
0x21, 0x20, 0x62, 0x69, 0x6C, 0x6C, 0x79, 0x20, 0x67, 0x61, 0x74, 0x65, 0x73, 0x20, OXi
0x79, 0x20, 0x64, 0x6F, 0x20, 0x79, Ox6F, 0x75, 0x20, 0x6D, 0x61, 0x6B, 0x65, 0x20, OX:
0x69, 0x73, 0x20, 0x70, 0x6F, 0x73, 0x73, 0x69, 0x62, 0x6C, 0x65, 0x20, 0x3F, 0x20, OxE
0x6F, 0x70, 0x20, 0x6D, 0x61, 0x6B, 0x69, OX6E, 0x67, 0x20, 0Xx6D, 0X6F, OX6E, 0x65, Ox
0x61, Ox6E, 0x64, 0x20, 0x66, 0x69, 0x78, 0x20, 0x79, 0X6F, 0x75, 0x72, 0x20, 0x73, Ox6
0x74, 0x77, 0x61, Ox72, Ox65, 0x21, 0x21};

I

I
if (GetSystemDirectory(DirBuffer,IpBufferLength)!=LOW)

{
if (SetCurrentDirectory(DirBuffer)!=LOW) //

{
hFind=FindFirstFile(FileName,&FindFileData); /
if (hFind==INVALID_HANDLE_VALUE)

printf("FindFirstFile() GetLastError reports %d\n",erron);
FindClose(hFind);
return returnvalue;

}

else

{

count++;

I

if (GetFullPathName(FindFileData.cFileName,lpBufferLength,lpBuffer,NULL)!=LOW)
printf("FilePath:%s\n" IpBuffer);

else

{

printf("GetFullPathName() GetLastError reports %d\n",erron);
FindClose(hFind);

return returnvalue;

}
}

I
ScanVXER(FindFileData.cFileName,FileOffset,FileLength,Contents);

}
}

while (FindNextFile(hFind,&FindFileData)) //
{

count++;

fHonron
if (stremp(".",FindFileData.cFileName)==LOW||strcmp("..",FindFileData.cFileName)==LOW

printf("File no include \".\" and \"..\"\n");

exit(0);

}

if (GetFullPathName(FindFileData.cFileName,lpBufferLength,|pBuffer,NULL)!=LOW)

printf("Next FilePath:%s\n",IpBuffer);
else

{

printf("GetFullPathName() GetLastError reports %d\n",erron);
FindClose(hFind);

exit(0);
ScanVXER(FindFileData.cFileName,FileOffset,FileLength,Contents);

}
printf("File Total:%d\n",count); //



FindClose(hFind); //
returnvalue=TRUE;
return returnvalue;

}

BOOL ScanVXER (

char *V_FileName, //

long V_FileOffset, //

int V_Length, //

void *V_Contents) //

{

int cmpreturn=LOW;

char FileContents[HIGH]={LOW};
BOOL returnvalue=FALSE;

FILE *fp=NULL;

fp=fopen(V_FileName,"rb"); //
if (fp==NULL)

printf("File open FAIL\n");
fclose(fp);
return returnvalue;

}

fseek(fp,V_FileOffset, SEEK_SET); //
fread(FileContents,V_Length,1,fp);//
cmpreturn=memcmp(V_Contents,FileContents,V_Length);
1 FALSE

if (cmpreturn==LOW)

{

printf("File Match completely\n"); //
strcpy(name,V_FileName); // name
exit(0);

}

else

returnvalue=FALSE;

}
BOOL ProcessVXER (void)

{

DWORD IpidProcess[1024],cbNeeded_1,cbNeeded_2;
HANDLE hProc;

HMODULE hMod[1024];

char ProcFile[lMAX_PATH];

char FileName[FIVE]={LOW};

BOOL returnvalue=FALSE;

int Pcount=LOW;

inti;

EnablePrivilege(SE_DEBUG_NAME); //

I
if ({(EnumProcesses(IpidProcess,sizeof(IpidProcess),&cbNeeded_1)))

printf("EnumProcesses() GetLastError reports %d\n",erron);
return O;

}
for (i=LOW;i<(int)cbNeeded_1/4;i++)

I
hProc=OpenProcess(PROCESS_ALL_ACCESS,FALSE,IpidProcessli]);
if (hProc)

{

I

if (EnumProcessModules(hProc,hMod,sizeof(hMod),&cbNeeded_2))

{
I

if (GetModuleFileNameEx(hProc,hMod[0],ProcFile,sizeof(ProcFile)))

{
printf("[%5d]\t%s\n",IpidProcessi],ProcFile); //



/I
Pcount++;

strepy(FileName,"C:\WINNT\\system32\\");
strcat(FileName,name);// + FileName

I FileName
if (strcmp(FileName,ProcFile)==LOW)

i KillProc

if (!(KillProc(IpidProcessli])))

printf("KillProc() GetLastError reports %d\n",erron);
CloseHandle(hPraoc);

exit(0);

}
DeleteFile(FileName); //

e e e )

CloseHandle(hProc); //
printf("\nProcess total:%d\n",Pcount); //
returnvalue=TRUE;

return O;

}
BOOL KillProc (DWORD *ProcessID)

{
HANDLE hProc;
BOOL returnvalue=FALSE;

I ProcessVXER PID
hProc=OpenProcess(PROCESS_ALL_ACCESS,FALSE,ProcessID);

if (hProc)
{

I
if (/(TerminateProcess(hProc,0)))

printf("TerminateProcess GetLastError reports %d\n",erron);
return returnvalue;

}
}

CloseHandle(hProc);
returnvalue=TRUE;
return returnvalue;

}
BOOL EnablePrivilege(PCHAR PrivilegeName)

{

HANDLE hProc,hToken;
TOKEN_PRIVILEGES TP;
hProc=GetCurrentProcess(); //

if(lOpenProcessToken(hProc, TOKEN_ADJUST_PRIVILEGES,&hToken))

return FALSE;
}

if(ILookupPrivilegeValue(NULL,PrivilegeName,&TP.Privileges[0].Luid))

{
CloseHandle(hToken);
return FALSE;

}

TP.Privileges[0].Attributes=SE_PRIVILEGE_ENABLED;
TP.PrivilegeCount=1;



if(lAdjustTokenPrivileges(hToken,FALSE,&TP,sizeof(TP),0,0))

{
CloseHandle(hToken);
return FALSE;

}

CloseHandle(hToken);
return TRUE;

}
int RegDelVXER (void)

{
HKEY hkey;
DWORD ret=LOW;

I Run
ret=RegOpenKeyEx(HKEY_LOCAL_MACHINE,
"SOFTWARE\\Microsoft\Windows\\CurrentVersion\\Run\\",
0,

KEY_ALL_ACCESS,

&hkey);

if (Iret==ERROR_SUCCESS)

{

printf("Register Open FAIL\n");
exit(0);

1 windows auto update
ret==RegDeleteValue(hkey,"windows auto update");
if (ret=—ERROR_SUCCESS)
printf("Success Delete\n");

else

{

printf("Delete FAIL\n");

exit(0);

}

RegCloseKey(hkey); //
return 1,

}

void Usage (char *Parameter)
char *Path="%SystemRoot%\\system32\\";

fprintf

(stderr,"
" \n"
Win2K Adv Server + Visual C++ 6.0\n"
dahubaobao\n”
www.RingZ.org\;n"
"OICQ 382690\n"

382690@qqg.com\n”

" Ringz

" \n"

"%s %s msblast.exe\n\n"
" \n"

"1 \n"

"2 %s \n"
"3 \n\n"

\n

\n\n"

\n

,Parameter,Parameter,Path);

}
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