CNHONKER.

[nétconf@linuxl elf]$ cat elf8.c
#include <elf.h>
int fool()

{
printf("[+] fool addr:%p\n",fool);
foo2();

}
int foo2()

printf("[+] foo2 addr:%p\n",foo2);
foo3();

}
int foo3()

printf("[+] foo3 addr:%p\n",foo3);
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ShellCode ]
[] [netconf@linux1 elf]$ uname -a
Linux linux1 2.4.18-14 #1 Wed Sep 4 13:35:50 EDT 2002 i686 i686 i386 GNU/Linux
_Format [netconf@linux1 elf]$ cat /proc/version
String Linux version 2.4.18-14 (bhcompile @stripples.devel.redhat.com) (gcc version 3.2 20020903
/ (Red Hat Linux 8.0 3.2-7)) #1 Wed Sep 4 13:35:50 EDT 2002
() [netconf@linux1 elf]$ rpm -gf /usr/bin/readelf /usr/bin/hexdump
binutils-2.13.90.0.2-2
ELF util-linux-2.11r-10
- [netconf@linuxl elf]$
) /




foo4();
int foo4()

{

printf("[+] foo4 addr:%p\n",foo4);
}

main()

{

fool();

}

[netconf@linux1 elf]$ gcc -o elf8 elf8.c
[netconf@linux1 elf]$ ./elf8

[+] fool addr:0x8048328

[+] foo2 addr:0x804834a

[+] foo3 addr:0x804836¢

[+] foo4 addr:0x804838e

1. .ELF header
, elf Ehdr . /usr/include/elf.n
typedef struct

unsigned char e_ident[EI_NIDENT]; /* Magic number and other info */

Elf32_Half e_type; I* */
EIf32_Half e_machine; /* Architecture */
EIf32_Word e_version; /* Object file version */
EIf32_Addr e_entry; I* */
Elf32_Off e_phoff; /* Program header table */
EIf32_Off e_shoff; /* Section header table */
ElIf32_Word e_flags; /* Processor-specific flags */
EIf32_Half e_ehsize; /* ELF header */
Elf32_Half e_phentsize; I* Program header */
EIf32_Half e_phnum; I* Program header */
Elf32_Half e_shentsize; I* Section header */
EIf32_Half e_shnum; I* Section header */
ElIf32_Half e_shstrndx; /* Section section header table
} EIf32_Ehdr;

Elf32_Half 2 (6 ) , 4 (32 ).

sizeof(EIf32_Ehdr)=13*4=0x34
elfs 52 :
[netconf@linux1 elf]$ hexdump -s 0 -n 52 -C elf8

00000000 7f 45 4c 46 01 01 01 00 00 00 00 00 00 00 00 00 |.ELF............ |
00000010 02 00 03 00 01 00 00 00 78 82 04 08 34 00 00 OO |........ X d..|
00000020 78 21 00 00 00 00 00 00 34 00 20 00 06 00 28 00 |x!......4. ...(.|
00000030 22 00 1f 00 |"...]

ok, :

e_ident[EI_NIDENT]: 16 : 7f 45 4c 46 01 01 01 00 00 00 00 00 00 00 00 00
ELFMAGO 0x7f e_ident[0]

ELFMAGL 'E' e_ident[1]

ELFMAG2 'L’ e_ident[2]

ELFMAG3 'F' e_ident[3]

ELFCLASS32 1 e_ident[4]

ELFDATA2LSB 1 e_ident[5]

EI_VERSION 1 e_ident[6]

0
e_type:2 : 0200 (ET_EXEC 2 Executable file)
e_machine: 2 : 03 00 386 (EM_386 3 Intel 80386)
e _version: 4 01000000 e _ident El VERSION
e_entry: 4 1788204 08 0x08048278
e_phoff: 4 134 00 00 00 program head table (
e_shoff: 4 178210000 section head table (
e_flags: 4 : 00 00 00 00
e_ehsize: 2 13400 elf header , sizeof(EIf32_Ehdr)
e_phentsize: 2 12000 program header (0x20)
e_phnum: 2 : 06 00 program header(0x06)
e_shentsize: 2 128 00 section header (0x28)
e_shnum: 2 : 2200, section header
e_shstrndx: 2 1 1f 00 section string table section header table
section section string table )

? readelf



[netconf@linux1 elf]$ readelf -h elf8

ELF Header:

Magic: 7f 45 4c 46 01 01 01 00 00 00 00 00 00 00 00 00
Class: ELF32

Data: 2's complement, little endian

Version: 1 (current)

OS/ABI: UNIX - System V

ABI Version: 0

Type: EXEC (Executable file)

Machine: Intel 80386

Version: Ox1

Entry point address: 0x8048278

Start of program headers: 52 (bytes into file)
Start of section headers: 8568 (bytes into file)
Flags: 0x0

Size of this header: 52 (bytes)

Size of program headers: 32 (bytes)
Number of program headers: 6

Size of section headers: 40 (bytes)

Number of section headers: 34

Section header string table index: 31

2. Program header

elf header , , elf header

elfth
typedef struct

{
Elf32_Word p_type; /* Segment type */
EIf32_Off p_offset; /* Segment file offset */
EIf32_Addr p_vaddr; /* Segment virtual address */
EIf32_Addr p_paddr; /* Segment physical address */
EIf32_Word p_filesz; [* Segment size in file */
Elf32_Word p_memsz; /* Segment size in memory */
EIf32_Word p_flags; /* Segment flags */
EIf32_Word p_align; [* Segment alignment */
} EIf32_Phdr;
, sizeof(EIf32_Phdr)=0x20, elf header
0x20, elf 6 Phdr, Phdr

Iseek(FP,0x34,0);
fread(buffer,6,0x20,FP);
Phdr buffer

[netconf@linuxl elf]$ hexdump -s 52 -n 32 -C elf8
00000034 06 00 00 00 34 00 00 00 34 8004 0834800408 |...4...4...4..|
00000044 c0 00 00 00 cO 00 00 00 05 00 00 00 04 00 00 00 |?..2.......... |

p_type: 4 : 06 00 00 00, PT_PHDR ( )
p_offset: 4 : 3400 00 00 .
p_vaddr: 4 : 34 80 04 08 :0x08048034
p_paddr: 4 : 34 80 04 08 : 0x08048034
p_filesz: 4 :¢0 00 00 00 :0xc0
p_memsz: 4 :¢0 00 00 00 : 0xcO

p_flags: 4 : 05 00 00 00
p_align: 4 : 04 00 00 00

Phdr , elf segment

PT_INTERP :
[netconf@linux1 elf]$ hexdump -s 84 -n 32 -C elf8
00000054 03 00 00 00 f4 00 00 00 f4 80 04 08 f4 80 04 08 |....?..?2..2. |
00000064 13 00 00 00 13 00 00 00 04 00 00 00 01 00 00 00 |.....ceruvreee. |
segment / , 0xf4 ,
[netconf@linux1 elf]$ hexdump -s 0xf4 -n 19 -C elf8
000000f4 2f 6¢ 69 62 2f 6¢ 64 2d 6¢C 69 6e 75 78 2e 73 6f |/lib/ld-linux.sO|
00000104 2e 32 00 |.2.|
elf /lib/ld-linux.s0.2
readelf :
[netconf@linuxl elf]$ readelf -1 elf8

Elf file type is EXEC (Executable file)
Entry point 0x8048278

0x34



There are 6 program headers, starting at offset 52

Program Headers:

Type Offset VirtAddr PhysAddr FileSiz MemSiz Flg Align

PHDR 0x000034 0x08048034 0x08048034 0x000c0 0x000c0 R E 0x4
INTERP 0x0000f4 0x080480f4 0x080480f4 0x00013 0x00013 R Ox1
[Requesting program interpreter: /lib/ld-linux.so.2]

LOAD 0x000000 0x08048000 0x08048000 0x00454 0x00454 R E 0x1000
LOAD 0x000454 0x08049454 0x08049454 0x00104 0x00108 RW 0x1000
DYNAMIC 0x000464 0x08049464 0x08049464 0x000c8 0x000c8 RW 0x4
NOTE 0x000108 0x08048108 0x08048108 0x00020 0x00020 R 0x4

Section to Segment mapping:

Segment Sections...

00

01 .interp

02 .interp .note.ABI-

tag .hash .dynsym .dynstr .gnu.version .gnu.version_r .rel.dyn .rel.plt .init .plt .text .fini .rodata
03 .data .eh_frame .dynamic .ctors .dtors .jcr .got .bss

04 .dynamic

05 .note.ABl-tag

[netconf@linux1 elf]$
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