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11.1

Windows ( Windows 3.x  9x) Windows NT/2000
Windows 2000

Windows 2000

11.1.1 Windows 2000

Windows 2000 (Security
Accounts Manger SAM)

1

Windows 2000
. ID(User Security ID  SID)
. ID(Group Security 1D)
. SID
. (Primary Group) SID
. (Access Control List ACL)
2. SAM

HKEY_LOCAL_MACHINE
Security Accounts Manager SAM  Windows 2000
SAM

3.

Windows 2000
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. /

. /

. /
11.1.2

Windows 2000 Windows 2000

(Local Security Authority LSA)
SAM ( )

LSA ( )
11.1.3 Netlogon

Windows 2000 Netlogon
Netlogon (primary domain controller PDC)

Netlogon

Netlogon
11.1.4
11.2
11.2.1

Windows 2000

1) “ ” “ ” “ “ Windows
2000 ( WINNT) System Regedt32.exe

2) “ i HKEY_LOCAL_MACHINE
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Windows 2000
3) SY STEM\CurrentControl Set\Services\EventL og\ Security
4) File File
Windows 2000 Security File

11.2.2

Windows 2000

1) " ” 13 ” WI ndOWS
2000 ( WINNT) Regedt32.exe

2) “ i HKEY_LOCAL_MACHINE

3) SY STEM\CurrentControl Set\Services\EventL og\ Security

4) MaxSize MaxSize

Windows 2000 Security MaxSize

MaxSize 512

11.2.3

Windows 2000

2) “ K HKEY_LOCAL_MACHINE

1) 13 ” “
2000 ( WINNT)

3)

4) Retention

“ ”

Windows 2000
604800 (7 )

i Windows
Regedt32.exe

SY STEM\CurrentControl Set\Services\EventL og\ Security

Retention Retention
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11.2.4

Windows 2000

Windows 2000

Windows 2000

1) " ” 13 ” “ ” WI ndOWS
2000 WINNT) System Regedt32.exe

2) ! ” HKEY_LOCAL_MACHINE

3) SY STEM\CurrentControl Set\Services\EventL og\ Security

4) Sources Sources

Sources Eventlog

11.25

Windows 2000

1) 13 ” 13 ” " ” WI ndOWS
2000 ( WINNT) System Regedt32.exe

2) “ " HKEY_LOCAL_MACHINE

3) SY STEM\CurrentControl Set\Services\EventL og\ Security \
[appname] [appname]

4) EventMessageFile EventMessageFile
11.2.6

Windows 2000

( DLL
)
1) 13 ” 13 ” 13 ” Wi ndOWS
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Windows 2000
2000 ( WINNT) System Regedt32.exe
2) “ § HKEY_LOCAL_MACHINE
3) SY STEM\CurrentControl Set\Services\EventLog\ Security \
[appname] [appname]
4) CategoryMessageFile CategoryMessageFile
11.2.7 Windows 2000

Windows 2000

1) “ ” “ ” “ ? Windows
2000 ( WINNT) System Regedt32.exe

2 ! 8 HKEY_LOCAL_MACHINE

3) SY STEM\CurrentControl Set\Services\EventL og\ Security\
[appname] [appname]

4) CategoryCount CategoryCount
11.2.8 Windows 2000

Windows 2000

1) “ ” “ ” “ § Windows
2000 ( WINNT) System Regedt32.exe

2) “ " HKEY_LOCAL_MACHINE
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3) SY STEM\CurrentControl Set\Services\EventL og\ Security\
[appname] [appname]

4) TypesSupported TypesSupported
11.2.9 Windows 2000

Windows 2000

l) 13 ” 13 ” 13 ” Wi ndOWS
2000 ( WINNT) System Regedt32.exe
2) “ i HKEY_LOCAL_MACHINE
3) SY STEM\CurrentControl Set\Control\L SA
4) CrashOnAuditFail DWord CrashOnAuditFail
1
CrashOnAuditFail
11.2.10 Netlogon
Windows 2000
Netlogon Netlogon
1) “ i ! " “ 8 Windows
2000 ( WINNT) System Regedt32.exe
2) “ ” HKEY_LOCAL_MACHINE
3) SY STEM\CurrentControl Set\Services\Netlogon\ Parameters

4) ChangelL ogSize DWord Changel ogSize
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Windows 2000
Changel ogSize 4MB
( ) 64K ( 200 )
(BDC) ChangelLogSize
11.2.11 Netlogon

Windows 2000

Netlogon Netlogon Netlogon
( 1500 )
1) “ ” “ ” “ ” Windows
2000 ( WINNT) System Regedt32.exe
2) “ ” HKEY_LOCAL_MACHINE
3) SY STEM\CurrentControl Set\Services\Netlogon\
Parameters
4) MaximumMailslotM essages DWord Maximum Mailslot
M essages
MaximumM ailslotM essages 1 OxFFFFFFF 500

MaximumM ailslotM essages

11.2.12 Netlogon

Windows 2000

Netlogon Netlogon Netlogon
( Netlogon )
1) “ ? “ ? “ ” Windows
2000 ( WINNT) System Regedt32.exe
2) “ ” HKEY_LOCAL_MACHINE
3) SY STEM\CurrentControl Set\Services\Netlogon\ Parameters
4) MaximumMailslotTimeout Dword Maximum Mailslot

Timeout Netlogon
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11.2.13

1)

2000

2)

3)

4)
Timeout

11.2.14

1

2000

2)

3

4)

M aximumMailslotTimeout 5 OxFFFFFFF 10

M aximumM ail slotTimeout

/

Windows 2000
Netlogon Netlogon Netlogon

/ ( / )

“ ” “ ” “ ” WI ndOWS

( WINNT) System Regedt32.exe

“ K HKEY_LOCAL_MACHINE

SY STEM\CurrentControl Set\Services\Netlogon\ Parameters

MailslotDuplicateTimeout DWord Mailslot Duplicate
0 Netlogon ( /

MailslotDuplicateTimeout 0 5

BDC
Windows 2000
Netlogon Netlogon BDC
PDC
“ ” “ 8 “ ” Windows
( WINNT) System Regedt32.exe
“ § HKEY_LOCAL_MACHINE

SY STEM\CurrentControl Set\Services\Netlogon\ Parameters

Pulse DWord Pulse

Pulse 60(1 ) 172800(2 ) 3005 )
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Windows 2000

11.2.15 BDC

Windows 2000

Netlogon Netlogon
BDC ( )  PDC

)

1) “ ” “ i “ ” Windows
2000 ( WINNT) System Regedt32.exe

2) “ ” HKEY_LOCAL_MACHINE

3) SY STEM\CurrentControl Set\Services\Netlogon\
Parameters

4) PulseConcurrency DWord PulseConcurrency
PDC BDC PDC

BDC
PulseConcurrency 1 500 20
11.2.16 BDC ping
Windows 2000
Netlogon Netlogon

PDC BDC (ping) BDC

1) “ ” “ 8 “ § Windows
2000 ( WINNT) System Regedt32.exe

2) “ § HKEY_LOCAL_MACHINE

3) SY STEM\CurrentControl Set\Services\Netlogon\
Parameters

4) PulseMaximum DWord PulseMaximum
PDC/BDC ping ( )

PulseMaximum 60(1 ) 1728002 ) 72 000(2 )

11.2.17 BDC

Windows 2000
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Netlogon Netlogon
BDC PDC

1) “ ” “ " “ § Windows
2000 ( WINNT) System Regedt32.exe

2) “ ? HKEY_LOCAL_MACHINE

3) SY STEM\CurrentControl Set\Services\Netlogon\ Parameters

4) PulseTimeout1 DWord PulseTimeout1

BDC ( )
PulseTimeout1 1 120 5

11.2.18 BDC

Windows 2000

Netlogon Netlogon
BDC

1) “ ” 13 ” 13 ” Wi ndOWS
2000 ( WINNT) System Regedt32.exe

2) “ " HKEY_LOCAL_MACHINE

3) SY STEM\CurrentControl Set\Services\Netlogon\ Parameters

4) PulseTimeout2 DWword PulseTimeout2

BDC ( ) BDC

(remote procedure call, RPC)
PulseTimeout2 60(1 ) 3600(1 ) 300(5 )

11.2.19 BDC

Windows 2000
Netlogon Netlogon
BDC RPC PDC (
BDC )
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Windows 2000

1) 13 ” 13 ” 13 ” Wi ndOWS
2000 ( WINNT) System Regedt32.exe

2) “ ! HKEY_LOCAL_MACHINE

3) SY STEM\CurrentControl Set\Services\Netlogon\ Parameters

4) Randomize Dword Randomize

PulseTimeout2 0 120 1
Randomize PulseTimeout1

11.2.20 BDC

Windows 2000

Netlogon Netlogon
BDC
1) “ i “ ” ! i Windows
2000 ( WINNT) System Regedt32.exe
2) “ ” HKEY_LOCAL_MACHINE
3) SY STEM\CurrentControl Set\Services\Netlogon\ Parameters
4) ReplicationGovernor DWord ReplicationGovernor
0 100 BDC
BDC
ReplicationGovernor 0 BDC
11.2.21
Windows 2000
Netlogon Netlogon
1 “ ” “ " “ " Windows 2000

( WINNT) System Regedt32.exe
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2 “ K HKEY_LOCAL_MACHINE
3) SY STEM\CurrentControl Set\Services\Netlogon\ Parameters
4) Scripts Scripts
Scripts (Server Manger)
11.2.22 Netlogon

Windows 2000

Netlogon Netlogon Netlogon
BDC (full-database)
1) “ " “ ” “ " Windows
2000 ( WINNT) System Regedt32.exe
2) “ 8 HKEY_LOCAL_MACHINE
3) SY STEM\CurrentControl Set\Services\Netlogon\
Parameters
4) Update Update Yes
BDC
Update No
11.2.23 Windows 2000
Windows 2000
Netlogon Netlogon
NT4 Windows 2000 bug( Repluser Key Bug MSDN
Q75643 )
1) 13 ” 13 ” " ” Wi ndOWS
2000 ( WINNT) System Regedt32.exe
2) “ " HKEY_LOCAL_MACHINE
3) SY STEM\CurrentControl Set\Control\ SecurePipeServers\

Winreg
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Windows 2000
4 " (Security) “ " (Permission) repluser
NT4 Windows 2000
11.2.24 CD-ROM Cc2
Windows 2000 CD-
ROM ( c2
Cc2 IS )
1) 13 ” 13 ” " ” Wi ndOWS
2000 ( WINNT) System Regedt32.exe
2) “ " HKEY_LOCAL_MACHINE
3) SOFTWARE\Microsoft\WindowsNT\CurrentVersion\
Winlogon
4) AllocateCDRoms AllocateCDRoms 1
AllocateCDRoms Windows 2000
“ n |H ”
11.2.25 Cc2
Windows 2000
( C2 Cc2
IS )
1) 13 ” 13 ” 13 ” Wi ndOWS
2000 ( WINNT) System Regedt32.exe
2) “ " HKEY_LOCAL_MACHINE
3) SOFTWARE\Microsoft\WindowsNT\CurrentVersion\
Winlogon
4) AllocateFloppies AllocateFloppies 1
AllocateFloppies Windows 2000
o ” |u ”
11.2.26

Windows 2000
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1) ! ” “ ” “ ” Windows
2000 ( WINNT) System Regedt32.exe

2) “ ” HKEY_LOCAL_MACHINE

3) SOFTWARE\Microsoft\WindowsNT\CurrentVersion\
Winlogon

4) AutoAdminL ogon AllocateFloppies 1

0
AutoAdminLogon Windows 2000
113 ” |u ”
AutoAdminLogon 1 DefaultUserName

DefaultUserPassword Windows 2000

11.2.27 Windows 2000 shell
Windows 2000
shell Windows 2000

1) “ " “ ! “ ” Windows
2000 ( WINNT) System Regedt32.exe

2) “ ” HKEY_LOCAL_MACHINE

3) SOFTWARE\Microsoft\WindowsNT\CurrentVersion\
Winlogon

4) AutoRestartShell AutoRestartShell 1

shell 0
11.2.28
Windows 2000

1) 13 ” “* ” 13 ” WI ndOWS

2000 ( WINNT) System Regedt32.exe
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Windows 2000

2) “

3)
Winlogon
4)

11.2.29

3)
Winlogon
4)

DefaultPassword

DefaultPassword
Windows 2000 “ ol

11.2.30

3)
Winlogon
4)

K HKEY_LOCAL_MACHINE

SOFTWARE\Microsoft\WindowsNT\CurrentVersion\

DefaultDomainName DefaultDomainName

Windows 2000

Windows

Regedt32.exe

WINNT) System

K HKEY_LOCAL_MACHINE

SOFTWARE\Microsoft\WindowsNT\CurrentVersion\

DefaultPassword
DefaultUserName

DefaultPassword

Windows 2000

Windows

WINNT) Regedt32.exe

K HKEY_LOCAL_MACHINE

SOFTWARE\Microsoft\WindowsNT\CurrentVersion\

DefaultUserName DefaultUserName
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DefaultUserName

11.2.31
Windows 2000
( )
1) 13 ” 13 ” 13 ” Wi ndOWS
2000 ( WINNT) System Regedt32.exe
2) “ ¥ HKEY_LOCAL_MACHINE
3) SOFTWARE\Microsoft\WindowsNT\CurrentVersion\
Winlogon
4) DeleteRoamingCache DWord DeleteRoamingCache
1 0
DeleteRoamingCache 0
11.2.32
Windows 2000
1) " ” " ” " ” Wi ndOWS 2000
( WINNT) System Regedt32.exe
2 “ ” HKEY_LOCAL_MACHINE
3) SOFTWARE\Microsoft\WindowsNT\CurrentVersion\
Winlogon
4) DontDisplayL astUserName
DontDisplayL astUserName 1 0
DontDisplayL astUserName 0
DontDisplay LastUserName DontDisplay
LastUserName Windows 2000 “ "
11.2.33 RAS

Windows 2000
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Windows 2000
Windows 2000 RAS
1) “ " “ “ “ ” Windows
2000 ( WINNT) System Regedt32.exe
2) “ ” HKEY_LOCAL_MACHINE
3) SOFTWARE\Microsoft\WindowsNT\CurrentVersion\
Winlogon
4) KeepRasConnections K eepRasConnections
1 RAS 0 RAS
KeepRasConnections Windows 2000
“ ” |u ”
0
11.2.34 Windows 2000
Windows 2000
(
)
1) “ ” “ ! “ ” Windows
2000 ( WINNT) System Regedt32.exe
2) “ ? HKEY_LOCAL_MACHINE
3) SOFTWARE\Microsoft\WindowsNT\CurrentVersion\
Winlogon
4) LegalNoticeText LegalNoticeText
LegalNoticeText ( )
Legal NoticeText
11.2.35 Windows 2000

Windows 2000
(
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1) 13 ” 13 ” " ” Wi ndOWS
2000 ( WINNT) System Regedt32.exe

2) “ i HKEY_LOCAL_MACHINE

3) SOFTWARE\Microsoft\WindowsNT\CurrentVersion\
Winlogon

4) Legal NoticeCaption Legal NoticeCaption

Legal NoticeText L egal NoticeCaption

11.2.36 Windows 2000

Windows 2000

1) “ ” “ ! “ ” Windows
2000 ( WINNT) System Regedt32.exe

2) ! ” HKEY_LOCAL_MACHINE

3) SOFTWARE\Microsoft\WindowsNT\CurrentVersion\
Winlogon

4) L ogonPrompt L ogonPrompt

L ogonPrompt Windows 2000
“ ” |H ”

11.2.37 Windows 2000

Windows 2000

1) “ § “ ” “ ” Windows
2000 ( WINNT) System Regedt32.exe
2) “ ” HKEY_LOCAL_MACHINE

3) SOFTWARE\Microsoft\WindowsNT\CurrentVersion\
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Windows 2000
Winlogon
4) PasswordExpiryWarning DWord PasswordExpiryWarning
L ogonPrompt Windows 2000
" ” |u ”
11 X 2 .38 13 ” “ / ”
Windows 2000
“ " (Shutdown Computer)
1) “ " ! ” “ i Windows
2000 ( WINNT) System Regedt32.exe
2) “ ” HKEY_LOCAL_MACHINE
3) SOFTWARE\Microsoft\WindowsNT\CurrentVersion\
Winlogon
4) PowerdownAfter Shutdown PowerdownAfter
Shutdown 1 0
Windows 2000 PowerdownA fterShutdown 1 Windows
2000 0
11.2.39
Windows 2000
1) “ ” ! ” “ ” Windows
2000 ( WINNT) System Regedt32.exe
2) “ ” HKEY_LOCAL_MACHINE
3) SOFTWARE\Microsoft\WindowsNT\CurrentVersion\

Winlogon
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4) ProfileDIgTimeOut DWord ProfileDIgTimeOut
SlowLinkDetectEnabled 1 ProfileDIgTimeOut
11.2.40 RAS

Windows 2000
Logon Using Dialup Networking

1) “ K “ " “ " Windows
2000 ( WINNT) System Regedt32.exe
2) “ " HKEY_ LOCAL_MACHINE
3) SOFTWARE\Microsoft\WindowsNT\CurrentVersion\
Winlogon
4) RASForce RASForce 1
0
RASForce Windows 2000 ! "
RASForce
11.2.41
Windows 2000
(custom boot verification)
1) “ " “ ” “ K Windows
2000 ( WINNT) System Regedt32.exe
2) “ K HKEY_LOCAL_MACHINE
3) SOFTWARE\Microsoft\WindowsNT\CurrentVersion\
Winlogon

4) ReportBootOK ReportBootOK 0
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Windows 2000
BootVerificationProgram BootVerification
11.2.42
Windows 2000
1) “ " “ " “ ” Windows
2000 ( WINNT) System Regedt32.exe
2) “ i HKEY_LOCAL_MACHINE
3) SOFTWARE\Microsoft\WindowsNT\CurrentVersion\
Winlogon
4) RunLogonScriptSync DWord RunL ogonScriptSync
1 0
RunLogonScriptSync 0
11.2.43 Windows 2000 shell

Windows 2000
Windows 2000 shell

1) “ ” “ ” “ ” Windows
2000 ( WINNT) System Regedt32.exe

2 “ ” HKEY_LOCAL_MACHINE

3) SOFTWARE\WMicrosoft\WindowsNT\CurrentVersion\
Winlogon

4) Shell Shell shell

Winlogon Userinit Shell

Winlogon

11.2.44

Windows 2000
Windows 2000
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1) 13 ” 13 ” 13 ” WI ndOWS
2000 ( WINNT) System Regedt32.exe

2) “ ? HKEY_LOCAL_MACHINE

3) SOFTWARE\Microsoft\WindowsNT\CurrentVersion\
Winlogon

4) ShutdownWithoutL ogon ShutdownWithoutL ogon

1 “ § 0
Windows 2000 ShutdownWithoutL ogon 0

Windows 2000 1

11.2.45

Windows 2000

1) “ ” “ “ “ ” Windows
2000 ( WINNT) System Regedt32.exe

2) “ ” HKEY_LOCAL_MACHINE

3) SOFTWARE\Microsoft\WindowsNT\CurrentVersion\
Winlogon

4) SlowL inkDetectEnabled DWword SlowL inkDetectEnabled

1 0
SlowLinkTimOut ProfileDIgTimOut SlowLinkDetectEnabled

SlowLinkDetectEnabled

11.2.46

Windows 2000

1) “ ” “ ” “ ” W| ndOWS
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Windows 2000

2000 ( WINNT) System Regedt32.exe

2) “ § HKEY_LOCAL_MACHINE

3) SOFTWARE\Microsoft\WindowsNT\CurrentVersion\
Winlogon

4) SlowLinkTimeOut DWord SlowLinkTimeOut

SlowLinkTimeOut 0 120000 2000(2 )
SlowLinkDetectEnabled ProfileDIgTimeOut
SlowLinkTimeOut
11.2.47
Windows 2000

1) 13 ” " ” " ” Wi ndOWS
2000 ( WINNT) System Regedt32.exe

2) “ " HKEY_LOCAL_MACHINE

3) SOFTWARE\Microsoft\WindowsNT\CurrentVersion\
Winlogon

4) System
11.2.48 Windows 2000

Windows 2000

1) 13 ” 13 ” " ” Wi ndOWS
2000 ( WINNT) System Regedt32.exe

2) “ " HKEY_LOCAL_MACHINE

3) SOFTWARE\Microsoft\WindowsNT\CurrentVersion\

Winlogon
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4) Taskman

Taskman

Windows 2000

11.2.49
(
1) “ ”
( WINNT)

2) 13 ”

3)
Winlogon

4) Userinit

Userinit
11.2.50
(
1) “ "
( WINNT)

2) " ”

3)
Winlogon

4) Welcome

Welcome

|u ”

11.2.51

Taskman

Taskman ( )

Taskman Windows 2000

Windows 2000

Windows 2000
System Regedt32.exe
HKEY_LOCAL_MACHINE

SOFTWARE\Microsoft\WindowsNT\CurrentVersion\

Userinit( shell) Nddeagnt.exe( NetDDE)
Windows 2000

)

“ ” “ ” Windows 2000
System Regedt32.exe

HKEY_LOCAL_MACHINE

SOFTWARE\Microsoft\WindowsNT\CurrentVersion\

Windows 2000 “ "

Windows 2000 “ "
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Windows 2000
1) “ ” “ ? “ ? Windows 2000
WINNT) System Regedt32.exe
2) “ ” HKEY_LOCAL_MACHINE
3) SOFTWARE\Microsoft\WindowsNT\CurrentVersion\
4) Shutdown “ " "
5) L ogoffSetting DWord L ogoffSetting 11-1
11-1

0

1

2

3 ( )

11.2.52
Windows 2000 “ i
1) “ ” “ § “ i Windows 2000
WINNT) System Regedt32.exe

2) “ ” HKEY_LOCAL_MACHINE
3) SOFTWARE\Microsoft\WindowsNT\CurrentVersion\
4) Shutdown “ " "
5) ShutdownSetting DWord ShutdownSetting 11-

11-2
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